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1. Popis &innosti v rmci projekiu uskutoénenych poé&as monitorovacieho obdobia

V tejto Easti sa uvadza popis vykonanych &innosti sGvisiacich s realizéiciou projektu za obdobie, za ktoré sa MS predkladd a ich prinos k naplfianiu stanovenych milnikov a vystupov projektu (ak relevantné,
napr. vyzaduje sa explicitny popis v pripade laboratérneho vyskumu). Priimatel v tejto Casti uvedie, i projekt postupoval v stlade s harmonogramom alebo bol v omeskani, pricom uvedie aké cinnosti
neboli vykonané v désledku omeskania. V pripade, ze bola vecnd realizécia projektu v obdobi od zaciatku do konca monitorovacieho obdobia prerusend/pozastavend, priimatel v tejto Casti uvedie

obdobie prerusenia/pozastavenia vecnej realizdcie projektu.

Celé obdobie riesenia projektu (od 1. augusta 2024 do 30. juna 2026) prebiehalo v stilade s harmonogramom projektu. V nasledujicom texte uvadzame prehlad aktivit realizovanych poc¢as tohto
obdobia v ramci jednotlivych pracovnych balikov a tlohach.

WP1: Riadenie projektu
Cielom pracovného balika WP1 bolo zabezpecit efektivne riadenie projektu (administrativne, finanéné, kvalitativne a riadenie rizik), podporit plynuly priebeh rieSenia projektu a véasné podavanie
projektovych sprav, ako aj zabezpecit riadenie etickych aspektov a spravu dat.

T1.1 Administrativny, finanény manazment a riadenie rizik (M1-M23)

Uloha T1.1 bola zamerana na celkovy administrativny a finanény manaZment projektu a riadenie rizik. Pogas celého rieSenia projektu projektovy tim nastavoval efektivne komunikaéné postupy a nastroje
spoluprace, monitoroval priebeh projektu, alokaciu zdrojov a €erpanie rozpoétu a zabezpecoval pravidelnti komunikaciu s financujicou agentirou. Su€astou tejto Ulohy bola aj finanéna a pravna
administrativa, ktora zabezpec€ovala sulad s pozZiadavkami na financovanie a vykazovanie projektu.

Dal$ou vyznamnou sucastou tejto tlohy bola koordinacia projektového reportovania a dokumentécie. Zahfiala pripravu a odovzdanie projektovych vystupov (angl. deliverables), priebeznej spravy o
rieSeni projektu, ako aj pripravu tejto zavere¢nej monitorovacej spravy. Sucastou ulohy bolo aj zabezpecenia, aby vSetky planované aktivity, mifniky a projektové vystupy boli realizované a odovzdané v
sulade s harmonogramom projektu.

Riadenie rizik prebiehalo kontinuélne pocas celého rieSenia projektu. Rizika (identifikované uz v projektovom navrhu) boli pravidelne aktualizované s cielom identifikovat, monitorovat a zmierfiovat
potencidlne interné, externé, strategické a operativne rizika (najma tie stvisiace s etickymi a pravnymi aspektmi, obmedzenou dostupnostou dat poskytovanych platformami socialnych médii a
dynamicky sa meniacim prostredim umelej inteligencie, najma velkych jazykovych modelov (LLMs, angl. Large Language Models ), a samotnych platforiem socialnych sieti). Proces riadenia rizik umoznil
projektovému timu proaktivne reagovat na vznikajlce vyzvy, implementovat primerané mitigaéné opatrenia a zabezpecit Uspesnu realizaciu projektu v stlade s jeho ciefmi a harmonogramom. Pocas
rieSenia projektu nevznikli Ziadne vyznamné administrativne, finanéné ani operativne problémy, ktoré by ohrozili Uspednu realizéciu planovanych aktivit.

T1.2 Riadenie etickych aspektov (M1-M23)

Uloha T1.2 bola zamerana na zabezpe&enie toho, aby véetky projektové aktivity spifiali najvyssie $tandardy etiky umelej inteligencie a vedeckého vyskumu. Poéas celého projektu boli etické aspekty
systematicky integrované do vyskumného procesu s ciefom zabezpecit, aby vyvijané metodoldgie algoritmického auditu, postupy zberu dat a realizované auditovacie $tudie reSpektovali prava a
sukromie vSetkych potencialne dotknutych osdb a boli v stilade s platnymi etickymi a pravnymi poziadavkami.

Pocas prvého roku riesenia projektu bolo zrealizované komplexné etické posudenie vyskumnych a vyvojovych aktivit projektu. V ramci tohto hodnotenia boli v obdobi od 10. aprila do 12. juna 2025
zorganizované Styri etické workshopy, na ktorych sa stretli vyskumnici so zameranim na umelu inteligenciu, spolo¢enské vedy, filozofiu a pravo. Po¢as workshopov boli kriticky analyzované etické a
pravne dosledky planovanych vyskumnych aktivit, identifikované zainteresované strany potenciélne ovplyvnené projektom, posiidené mozné rizika vyplyvajuce z navrhovanej metodiky algoritmického
auditu a formulované primerané stratégie na ich zmiernenie.

Pocas druhého roka rieSenia projektu sa aktivity v rdmci tejto tlohy sustredili najma na implementéaciu a monitorovanie mitigacnych opatreni definovanych v zozname rizik spolu s navrhnutymi technikami
ich mitigacie (priloha tejto spravy). Tieto opatrenia boli priebezne uplatriované a vyhodnocované pocas celého projektu s cielom minimalizovat etické, pravne a spolocenskeé rizika spojené s vyskumom
algoritmického auditovania. Mimoriadna pozornost bola venovana zabezpeceniu toho, aby vyskumna metodoldgia zostala v sulade s etickymi principmi schvalenymi internou etickou komisiou KinlTu,
ktora projektu Al-Auditology udelila etické schvalenie dia 17. decembra 2024.

Kontinualny eticky dohfad zabezpecil, Ze projekt bol realizovany zodpovednym a transparentnym spdsobom a Ze etické aspekty zostali neoddelitelnou stcastou vetkych vyskumnych aktivit od zaciatku
az po ukoncenie projektu.




WP2: Konstrukcia modelu socialnych médii

V ramci WP2 boli vyvinuté techniky na vytvaranie, reprezentaciu a inferenciu z modelu socialnych médii (kf¢ového prvku umozriujuceho modelovo zaloZzené audity, angl. Model-based algorithmic
auditing ). Jeho neoddelitelnou sucastou je reprezentacia populacie pouzivatefov socialnych médii — vratane demografickych udajov (napr. rozdelenie veku, pohlavia, geografickej polohy) a vzorcov
spravania (napr. zaujmy, pocet relacii denne, dizka relacii, rozdelenie a frekvencia roznych typov interakcii).

T2.1 Vyvoj a extrakcia reprezentacie (M1-M18)

Uloha T2.1 sa zameriavala na vyvoj jednotnej, od platformy nezavislej reprezentacie platforiem socialnych médii, pouzivatelov a interakcii, ktora slizila ako zaklad pre model socialnych médii vyuzivany
v projekte. Pri navrhu implementécie sa explicitne zohladriovala obmedzena dostupnost Gdajov zo socialnych sieti a obmedzeny pristup k aplikaénym rozhraniam platforiem (t.j. obmedzena dostupnost
informacii o jednotlivych pouzivateloch, prispevkoch a interakciach medzi nimi). Vyvinuty pristup sa preto zameral na zachytenie charakteristik platforiem na agregovanej urovni prostrednictvom
modularnej reprezentacie zalozenej na $tatistickych a pravdepodobnostnych rozdeleniach.

V sulade s navrhom projektu vyuziva vyvinuty model socidlnych médii architekturu prekryvnych modelov (angl. overlay models ), pozostavajucu z doménovej vrstvy a platformovej vrstvy. Doménova
vrstva reprezentuje koncepty a enumeracie nezavislé od konkrétnej platformy vratane demografickych charakteristik pouzivatefov (ako vekové skupiny, kategdrie pohlavia a geografické regiony),
charakteristik obsahu a vzorcov spravania (ako miera interakcii, Cas straveny na platforme a frekvencia pouzivania). Platformova vrstva nasledne reprezentuje jednotlivé platformy socialnych médii
prostrednictvom $tatistickych rozdeleni nad prvkami definovanymi v doménovej vrstve, ¢o umozriuje zachytit $pecifika jednotlivych platforiem pri zachovani jednotnej reprezentacie naprie¢ roznymi
platformami.

V ramci tejto ulohy boli identifikované a analyzované vhodné zdroje Gidajov na vytvorenie modelu socialnych médii. Vyznamné Usilie bolo venované ziskaniu pristupu k TikTok Research API. Napriek
rozsiahlej komunikacii s podporou TikToku a viacerym Ziadostiam o pristup a odvolaniam bol Al-Auditology timu poskytnuty iba obmedzeny pristup k prostrediu Virtual Compute Environment (VCE),
ktoré neposkytovalo pozadovany typ ani rozsah udajov. Projektovy tim preto vyuzil alternativne zdroje dat na podporu vyvoja modelu. Analyza sa zamerala predov$etkym na platformy TikTok a
YouTube, ktoré boli identifikované ako relevantné platformy v ramci projektovych pripadov pouzitia (D5.1).

Vyuzité zdroje udajov zahiniali CEDMO Trends , longitudinalny prieskum verejnej mienky poskytujuci poznatky o spdsoboch pouzivania socialnych médii, ako aj vedecké publikacie, dokumentaciu
platforiem, spravy o transparentnosti a verejne dostupné Statistické zdroje. Najma verejne dostupné marketingové analyzy poskytli cenné $tatistiky na Urovni platforiem opisujice demografické
rozdelenia, geograficky dosah, intenzitu pouzivania, preferencie obsahu a vzorce interakcii.

Extrakcia a harmonizacia informacii z identifikovanych zdrojov prebiehala poloautomatizovanym spdsobom. Extrahované informacie boli zjednotené do kategérii nezavislych od platformy vratane
demografickych charakteristik (vekové skupiny, kategdrie pohlavia a geografické regiény) a behavioralnych charakteristik (preferencie obsahu, miera interakcii, priemerny ¢as straveny na platforme, ¢as
sledovania a frekvencia relacii). Tieto zjednotené reprezentacie umoznili vytvorenie konfiguracii modelov $pecifickych pre jednotlivé platformy pri zachovani poZzadovanej kompatibility medzi roznymi
platformami socialnych médii.

Pre kazdu podporovanu platformu bola vytvorena samostatna platformova vrstva obsahujlca prislusné demografické a behavioralne rozdelenia. Vysledny model bol implementovany ako
konfigurovatelny framework, v ktorom je mozné aktualizovat charakteristiky platforiem Upravou konfiguracnych suborov bez potreby zmien v zakladnej implementacii. Tento navrh umozriuje priebezné
aktualizacie pri dostupnosti novych zdrojov informacii a zarover zachovava historickdl porovnatelnost medzi jednotlivymi verziami modelu.

Na podporu generovania reprezentativnych auditovacich scenarov poskytuje vyvinuty model funkcionality na dopytovanie a generovanie syntetickych pouzivatelov. Pouzivatelské profily je mozné
generovat' vzorkovanim demografickych charakteristik z pravdepodobnostnych rozdeleni $pecifickych pre jednotlivé platformy a naslednym odvodenim prislusnych vzorcov spravania podmienenych
tymito charakteristikami. Generovani synteticki pouzivatelia maju pridelené demografické atributy, preferencie obsahu, charakteristiky interakcii, odhadovanu intenzitu pouzivania a parametre suvisiace s
interakciami, ¢o umoznuje reprodukovatelné vytvaranie reprezentativnych populacii pouzivatelov pre experimenty zamerané na algoritmicky audit.

Viac informacii o vyvinutom modeli socidlnych médii je dostupnych v D2.1 Harmful content modelling methods , kapitola 2.

Vyvinuty model socialnych médii (D2.2) bol nasledne spristupneny ako sluzba zaloZzena na FastAPI, poskytujica REST API endpointy na pristup k informaciam o platforméach, generovanie syntetickych
pouzivatelskych profilov a vytvaranie pouzivatelskych kohort na zaklade definovanych obmedzeni. Implementéacia oddeluje konfiguracné udaje, logiku modelu a funkcionalitu API, ¢im umozriuje
jednoduchu Udrzbu a buduce rozsirenie o dalSie platformy alebo Statistické ukazovatele. Vyvinuty model socialnych sieti tak poskytuje flexibilny a rozsiritelny zaklad pre podporu algoritmického
auditovania tym, Ze umoziiuje generovanie $tatisticky podlozenych a medzi platformami porovnatelnych reprezentacii pouzivatelov.

T2.2 Predikcia pouzivatel'skych interakcii (M7-M23)

Uloha T2.2 sa zameriavala na vyvoj metéd na predikciu a simulaciu pouzivatelskych interakcii so obsahom socialnych sieti v kontexte algoritmického auditu. V ramci tejto tlohy boli vyvinuté prediktory
nasledujucej pouzivatelskej interakcie (angl. user interaction predictors ), ktoré automaticky urcuju, ¢i by simulovany pouzivatel mal interagovat s konkrétnym prispevkom na socialnej sieti a aky typ
interakcie by mal vykonat. Vyvinuty pristup bol navrhnuty na podporu realistickej realizacie algoritmickych auditov prostrednictvom automatickej analyzy odporu¢aného obsahu v realnom €ase a
generovania pouzivatelskych spatnych vazieb potrebnych na vykonanie auditovacich scenarov.

Na rozdiel od jednoduchych heuristik alebo vopred definovanych pravidiel zalozenych na metadatach, ako su hashtagy (ktoré su rozsirené v predchadzajicich vyskumnych pracach), nami vyvinuty
pristup vyuziva klasifikaciu obsahu zalozenu na velkych jazykovych modeloch (angl. Large Language Models - LLM) a velkych multimodalnych jazykovych modeloch (angl. Large Vision-Language
Models - LVLM) na analyzu relevantnosti odporic¢aného obsahu vzhladom na vopred definované charakteristiky pouzivatela (viac informacii je uvedenych v tlohe T2.3).

Pocas vykonavania auditu prediktor analyzoval charakteristiky simulovaného pouzivatela, dostupné metadata videa a samotny obsah s cielom urcit, ¢i odporu¢ana polozka zodpoveda zaujmom
pouzivatela. Pri obsahu zodpovedajucom zaujmom pouzivatela vykonaval simulovany pouzivatel silnejSie implicitné a explicitné spatnovazbové akcie vratane sledovania videa az do konca, oznacenia
paci sa mi a ulozenia videa. Ostatny obsah bol preskoceny, pricom Zivé vysielania (angl. livestreams) a nadmerne dihé videa boli vyli¢ené zo simulacie interakcii. Okrem toho sa skumali aj moznosti
dosiahnutia eSte realistickejSej simulacie pouzivatel'ského spravania s vyuzitim najnovsieho pokroku v oblasti simulacie pouzivatelov zalozenej na LLM.

Viac informécii o vyvinutom modeli socidlnych médii je dostupnych v D2.1 Harmful content modelling methods , kapitoly 3 a 4.

Vyvinuty pristup na predikciu pouzivatel'skych interakcii umozuje realistickej$iu a reprodukovatelnu simulaciu spravania pouzivatelov pocas algoritmickych auditov a poskytuje vyznamny komponent na
realizaciu rozsiahlych auditov odportc¢acich systémov.




T2.3 Anotovanie obsahu (M1-M23)

Uloha T2.3 sa zameriavala na vyvoj a vyhodnotenie metéd automatickej klasifikacie a oznagovania obsahu s ciefom analyzy obsahu socialnych sieti potrebnt pre predikciu pouZivatelskych interakcii
(T2.2), ako aj vyhodnocovanie auditov (T4.2). Aktivity v ramci tejto ulohy rieSili jednak zniZzovanie potreby manualnej anotacie, ako aj SirSiu vyzvu spolahlivej klasifikacie obsahu v oblastiach, kde su
anotované Udaje ¢asto limitované, nakladné na ziskanie a nerovnomerne distribuované naprie¢ jazykmi a témami.

Projekt skimal vyuZitie metéd strojového ucenia (angl. machine learning ) a spracovania prirodzeného jazyka (angl. natural language processing ), priom osobitna pozornost bola venovana vyuzitiu
velkych jazykovych modelov (LLM) a velkych multimodalnych jazykovych modelov (LVLM).

V prvej faze vyskum skimal, ako m6zu metédy zalozené na LLM/LVLM, stratégie tvorby promptov (angl. prompt construction ) a techniky generovania syntetickych tdajov podporit’ klasifikacné alohy v
podmienkach s nedostatkom zdrojov, ¢o predstavuje (vyskumnu) vyzvu v kontexte analyzy socialnych sieti. Na rozdiel od tradiénych pristupov zaloZenych na u€eni s ucitelom (angl. supervised
learning ), ktoré vyzaduiju rozsiahle manualne anotované datasety, skimané pristupy smerovali k zlepSeniu vykonu modelov v situaciach, ked je dostupné iba obmedzené mnozstvo ozna¢kovanych
udajov.

V ramci tejto ulohy bolo preto realizovanych viacero vyskumnych studii systematicky analyzujucich spravanie, obmedzenia a moZnosti pristupov zaloZenych na LLM pre klasifikaciu obsahu v
podmienkach s nedostatkom (oznackovanych) dat. Vyskum skdmal vplyv nahodnosti a metodologickych rozhodnuti pri trénovani modelov z malych anotovanych datasetov, analyzoval vyhody/nevyhody
medzi LLM a $tandardnymi metédami textovej augmentacie a hodnotil rézne stratégie vyberu prikladov pre LLM augmentaciu. Projekt zarover porovnaval Specializované malé jazykové modely so
v8eobecnymi velkymi jazykovymi modelmi a skumal pristupy ku klasifikacii vo viacjazyénych a nizkozdrojovych jazykovych (angl. low-resource ) prostrediach.

Na zaklade vysledkov tychto $tudii boli nasledne v prostredi s nizkou dostupnostou dat natrénované pozadované klasifikatory obsahu. Konkrétne adresovali Styri klasifikacné dlohy: klasifikaciu tém,
klasifikaciu postoja voc¢i identifikovanej téme, detekciu reklamy (vratane klasifikacie typu reklamy) a klasifikaciu témy reklamy. Tieto klasifikatory boli vyhodnotené a pouzité v dvoch algoritmickych
auditovacich Studiach realizovanych v ramci projektu: v audite personalizaéného driftu pri polarizujicich témach na TikToku a v audite profilovania maloletych v reklamnom systéme TikToku.

Ako vstup pre klasifikaciu boli vyuzité dostupné metadata videi (opis, hashtagy, meno autora a pod.). KedZe metadata videi ¢asto neposkytovali dostatok informacii, zvukova stopa videi bola dodato¢ne
prepisana do textu a vysledny prepis bol zahrnuty do analyzy zaloZenej na velkych jazykovych modeloch. Okrem toho boli vyuzité aj snimky obrazovky videi na analyzu vizualnych charakteristik (napr.
pritomnost komeréného obsahu).

V pripade klasifikacie tém a postojov bol vykon klasifikatorov vyhodnoteny na manualne anotovanom datasete pozostavajucom z 350 TikTok videi. Porovnavané boli viaceré LLM réznych architektur a
velkosti vratane GPT-40, GPT-4.1, LLaMA-3.1, Gemma-2 a Qwen-2.5. Najlepsi vykon dosiahol model GPT-4.1, ktory dosiahol vysoku presnost klasifikacie pri v3etkych hodnotenych témach —
konkrétne 98 %, 95 %, 98 % a 96,5 % pri klasifikacii tém a 100 %, 90 %, 98 % a 94 % pri klasifikacii postojov. Dal$ie vyhodnotenie ukazalo, Ze zaélenenie automaticky generovanych prepisov zvuku
zlepSilo vykon klasifikéacie tém priblizne o 2 % a klasifikacie postojov priblizne o 6 %. Na zéklade tychto vysledkov bol model Whisper large-v3-turbo vybrany ako optimalne rieSenie vzhladom na priaznivy
pomer medzi presnostou a vypoctovou efektivitou.

V pripade detekcie typu a témy reklamy bol vyuzity model Qwen3-VL-4B-Instruct. Zo 113 manualne anotovanych videi bola automaticka anotacia typu reklamy spravna pri 102 (90,3 %) a 100 (88,5 %)
vzorkach podla jednotlivych anotatorov. Zo 78/74 videi obsahujucich akykolvek typ reklamy bola reklamna téma spravne anotovana pri 74 (94,9 %) a 63 (85,1 %) pripadoch.

Hlavnym vysledkom tychto uloh boli klasifikatory obsahu zaloZzené na LLM/LVLM, ktoré dosahovali dostatoéne vysoku presnost bez potreby rozsiahlych anotovanych datasetov vyzadujucich vyrazné
mnozstvo manualnej prace. Tieto klasifikatory boli nasledne vyuzité v dalSich ulohach a aktivitach projektu, kde bola potrebna automaticka anotécia velkych nazbieranych datasetov.

Viac informacii o natrénovanych klasifikatoroch obsahu je dostupnych v D4.1 Audit execution and evaluation methods , kapitola 2.




WP3: Tvorba scenarov

V tomto pracovnom baliku skimame rézne stratégie pre interaktivnu tvorbu auditovacich scenarov s vyuzitim cennych informacii ziskanych zo modelu socialnych sieti. Hlavnym vysledkom tohto
pracovného balika je komplexny subor abstraktnych auditovacich scenarov. Ich generovanie je riadené auditovacimi otdzkami, ktoré $pecifikuju rozsah auditu, aspekty, ktorych vplyv na Al algoritmy ma
byt skimany, a metriky, ktoré maju byt merané.

T3.1 Derivacia auditovacich scenarov (M1-M17)

Uloha T3.1 sa zameriavala na vyvoj metéd na odvodenie abstraktnych auditovacich scenarov, ktoré umoziuju systematickejsie, reprezentativnejsie a opakovatelne pouzitelné algoritmické audity.
Predchadzajuce pristupy k algoritmickému auditovaniu sa vo velkej miere spoliehali na manualne navrhnuté scenare vytvarané ad hoc vyskumnikmi, ¢o ¢asto viedlo k netuplnému pokrytiu pouzivatefov,
obsahu a interakcii a limitovalo autentickost' a reprodukovatelnost vysledkov auditov.

V ramci tejto ulohy bol zavedeny koncept abstraktnych auditovacich scenarov ako kltuc¢ovy prvok modelovo zalozeného algoritmického auditovania. Namiesto vopred definovanych individualnych
pouzivatelskych uctov a akcii Specifickych pre konkrétnu platformu abstraktné scenare $pecifikuju opakovatelne pouzitelné a od platformy nezavislé opisy ciela auditu, pouzivatelskych populacii,
interak¢nych protokolov, bodov pozorovania, metrik a jednotlivych faz auditu.

Vyznamnym prinosom tejto Ulohy je vyvoj metdd na navrh reprezentativnych pouzivatelskych populacii a pouzivatelskych profilov. Pouzivatelské populacie mézu byt bud manualne definované
auditorom (vyskumnikom) na zaklade ciefa vyskumu, alebo generované pomocou modelu socialnych sieti vyvinutého v ramci T2.1. Generované populacie vychadzaju z rozdeleni relevantnych
pouzivatel'skych charakteristik vratane veku, pohlavia, geografickej polohy a zaujmov, ¢o umozriuje vytvarat Statisticky podlozené sockpuppet profily namiesto nahodne vytvorenych pouzivatelskych
uctov.

Vyvinuty pristup zaroven podporuje definovanie modularnych auditovacich faz opisujucich od platformy nezavislé pouzivatelské akcie a umozriuje nasledny preklad abstraktnych scenarov do
vykonatelnych auditovacich skriptov Specifickych pre jednotlivé platformy. Tato abstrakcia umozriuje opakované vyuzitie rovnakej metodiky auditu napriec¢ réznymi platformami, a ¢asovymi obdobiami,
¢im zlepSuje porovnatelnost a reprodukovatelnost algoritmickych auditov.

Vyvinutd metodika tvorby auditovacich scenarov bola overena prostrednictvom dvoch algoritmickych auditovacich $tudii realizovanych v ramci projektu. Vysledky ukazali, ze navrh auditovacich scenarov
zalozeny na modeloch umozniuje vytvarat reprezentativnejSie pouzivatelské populacie a autentickejSie simulacie pouzivatelského spravania v porovnani s manuélne definovanymi auditovacimi scenarmi
vyuzivanymi v predchadzajucich stadiach.

Viac informéacii je dostupnych v D3.1 Audit scenario co-creation methods , kapitoly 2 a 3.

T3.2 Vyber auditovaich scenarov (M12-M23)

Uloha T3.2 sa zameriavala na metddy vyberu realizovatelnych mnozin auditovacich scenarov pri zachovani dostatoéného pokrytia relevantnych charakteristik pouzivatelov a cielov auditu. Kedze
reprezentativne pouzivatelské populacie generované zo model socialnych sieti mozu viest' k velkému mnozstvu moznych pouzivatelskych profilov a kombinacii scenarov, bolo potrebné vytvorit
systematické stratégie vyberu, ktoré vyvazuju experimentalne pokrytie s praktickymi obmedzeniami realizacie.

Vyvinuty pristup umoziiuje upravovat rozdelenie simulovanych pouzivatelov podla demografickych a behavioralnych charakteristik s ciefom znizit celkovy pocet potrebnych auditovacich uctov pri
zachovani pokrytia relevantného priestoru pouzivatelov. To umozriuje auditorom prispdsobit rozsah experimentov technickym obmedzeniam, ako su dostupna infrastruktura a pocet sticasne
kontrolovanych tGctov.

Pristup k vyberu scenarov zaroveri podporuje kontrolu potencialnych skreslujucich faktorov (angl. confounding factors), ktoré mézu ovplyviiovat spravanie algoritmov. V zavislosti od ciela auditu mézu
byt irelevantné charakteristiky bud neutralizované (napr. vynechanim vybranych demografickych signalov), alebo reprezentované prostrednictvom dostatocne velkych a vyvazenych pouzivatelskych
populacii s ciefom minimalizovat ich neziaduce vplyvy.

Spolu s metédami odvodenia auditovacich scenarov vyvinutymi v T3.1 prispieva pristup vyberu scendrov k systematickejSiemu a SkalovatelnejSiemu frameworku pre navrh algoritmickych auditov.
Zaroven umozniuje vytvarat reprezentativne a technicky realizovatelné audity, ktoré mozno opakovane vykonavat naprie¢ platformami a v priebehu ¢asu.

T3.3 Nastroj na spolutvorbu auditovacich scenarov (M1-M23)

Uloha T3.3 sa zameriavala na vyvoj softvérovej podpory pre vyskumnikov poéas procesu spolutvorby auditovacich scenarov. S cielom riesit obmedzenia predchadzajticich algoritmickych auditov, pri
ktorych boli auditovacie scenare typicky navrhované manuaine a vyzadovali zna¢ni mieru odbornych znalosti a Usilia, projekt Al-Auditology vyvinul interaktivny nastroj oznaceny ako Control Panel
podporujuci tvorbu, konfiguraciu a spravu abstraktnych auditovacich scenarov.

Control Panel predstavuje hlavni pouzivatelskii komponentu infrastruktary Al-Auditology a prepdja jednotlivé prvky potrebné na navrh a realizaciu algoritmickych auditov. Umoziiuje vyskumnikom
definovat auditovacie $tudie, spravovat podporované platformy, $pecifikovat auditované témy a simulované pouzivatel'ské zaujmy, konfigurovat umiestnenia proxy serverov, navrhovat reprezentativne
pouzivatel'ské populacie a definovat vykonatelné auditovacie fazy. Vyvinuty nastroj podporuje navrh scenarov nezavislych od platformy a zaroveri umozriuje rozsirenie na rozne platformy socialnych
meédii, pricom pociato¢na podpora bola implementovana pre TikTok a YouTube Shorts.

Krucovou funkcionalitou Control Panelu je Study Designer, ktory vedie vyskumnikov $truktirovanym viackrokovym procesom transformacie auditovacej otézky na konkrétny abstraktny auditovaci
scenar. Dizajnér umoziiuje $pecifikovat cielové platformy, geografické regiony, témy, vekové skupiny, distribucie populacii a auditovacie fazy. Témy nie su reprezentované iba svojim nazvom, ale
obsahuju aj dalsie informécie potrebné na vykonanie auditu, napriklad vyhladavacie frazy na objavovanie obsahu a $truktirované prompty vyuzivané prediktorom pouzivatelskych interakcii.

Vyvinuty nastroj zarover podporuje generovanie individualnych pouzivatelskych profilov. Vyskumnici mézu definovat demografické a behavioralne rozdelenia, na zaklade ktorych systém generuje
prislusné sockpuppet profily s pridelenymi charakteristikami, témami a proxy servermi. Tento pristup oddeluje abstraktny navrh pouzivatelskej populacie od vytvarania konkrétnych pouzivatelskych
uctov, €im umoznuje systematickejSie a reprodukovatelnejSie nastavenie auditov.

Control Panel dalej podporuje definovanie a spravu auditovacich faz opisujlcich sekvenciu a trvanie pouzivatelskych aktivit pocas vykonavania auditu. Tieto scenare tvoria zaklad pre transformaciu
abstraktnych navrhov auditov na vykonatelné auditovacie skripty vyuzivané infrastruktirou na vykonavanie auditov.

Viac informéacii je dostupnych v D3.1 Audit scenario co-creation methods , kapitola 3.
Vyvinuty nastroj na spolutvorbu auditovacich scenarov vyrazne znizuje Usilie potrebné na navrh algoritmickych auditov a poskytuje vyskumnikom Struktirované, reprodukovatelné a rozsiritelné

prostredie na vytvaranie reprezentativnych auditovacich scenarov. Spolu s modelom socialnych sieti a infrastruktirou na vykonavanie auditov prispieva k realizacii pristupu modelovo zalozeného
algoritmického auditovania vyvinutého v ramci projektu.




WP4: Realizacia auditu
V tomto pracovnom baliku boli vyvinuté techniky na preklad, vykonavanie a vyhodnocovanie auditovacich scenarov.

T4.1 Preklad a vykonavanie auditovacich scenarov (M3-M23)

Uloha T4.1 sa zameriavala na skimanie a implementaciu metdd na preklad abstraktnych auditovacich scenarov (vystup z T3.1 a T3.2) do vykonatelnych auditovacich skriptov $pecifickych pre jednotlivé
platformy. Kedze abstraktné auditovacie scenare boli navrhnuté tak, aby boli nezavislé od platformy, ¢asu a obsahu, pred ich realizaciou na konkrétnych platformach socialnych médii si vyzadovali
dodato¢né kroky prekladu.

Vyvinuty pristup transformuje hlavné prvky abstraktnych auditovacich scenarov vratane pouzivatel'skych profilov, pouzivatelskych zaujmov, mechanizmov vyberu obsahu a typov interakcii do
reprezentacii Specifickych pre jednotlivé platformy. Pouzivatelské profily definované v auditovacich scenaroch su konvertované na konkrétne pouzivatelské ucty na auditovanych platformach. Tento
proces bol implementovany ako poloautomatizovany postup, kedze Uplna automatizacia nebola mozna vzhfadom na poziadavky Specifické pre jednotlivé platformy, ako su overenie e-mailovej adresy
alebo teleféonneho cisla a CAPTCHA vyzvy.

Proces prekladu riesil aj reprezentaciu pouzivatelskych zaujmov a mechanizmov objavovania obsahu. V zavislosti od moznosti auditovanej platformy boli abstraktné zaujmy mapované na platformovo
$pecifické vyhladavacie frazy alebo iné pristupy na objavovanie obsahu. V pripade platforiem podporujlcich vyhfadavanie obsahu na zaklade klticovych slov boli vyhladané prispevky analyzované
prediktorom pouzivatelskych interakcii, ktory uréoval, ¢i obsah zodpoveda zaujmom simulovaného pouzivatela a ¢i by sa mala vykonat interakcia. Délezitym vysledkom tejto ulohy bola aj integracia
prediktorov pouzivatelskych interakcii (T2.2) do pracovného procesu vykonavania auditov.

Viac informéacii je dostupnych v D4.1 Audit execution and evaluation methods , kapitola 2.

Vyvinuty pristup prekladu a vykonavania umoznil transformovat abstraktné auditovacie scenare na reprodukovatelné experimenty Specifické pre jednotlivé platformy. Kombinaciou od platformy
nezavislych definicii scenarov, automatizovanej analyzy obsahu a realistickejSej simulacie interakcii tato Uloha prispela k znizeniu syntetickosti auditov zalozenych na sockpuppet Uctoch a k zlep$eniu ich
Skalovatelnosti a reprodukovatelnosti.

T4.2 Vyhodnotenie auditu (M7-M23)
Uloha T4.2 sa zameriavala na vyhodnotenie spravania algoritmov na zaklade dajov zhromazdenych poéas vykonavania auditov (T4.1). Ciefom bolo analyzovat reakcie platforiem, merat vzorce
vystavenia pouzivatelov obsahu a kvantifikovat potencialne Gcinky odportcacich algoritmov na zaklade vysledkov ziskanych z realizovanych auditovacich scenarov.

Pocas kazdej auditovacej $tudie zhromazdené udaje obsahovali informacie o simulovanych pouzivateloch, vykonanych interakciach, odpori¢anom obsahu a dodato¢nych anotéaciach pridelenych pocas
alebo po vykonani auditu. Informacie suvisiace s obsahom zahfiiali metadata videi, ako su opisy, autori, prepisy zvukovych stép, ¢asové znacky a charakteristiky videi, spolu s anotaciami vytvorenymi
prediktorom pouzivatelskych interakcii (T2.2) alebo naslednou anotéaciu po ukonceni auditu (T2.3).

Zhromazdené datasety boli analyzované podla konkrétnych vyskumnych otazok jednotlivych auditovacich stadii. V zavislosti od ciela auditu boli pouzité rézne Statistické pristupy. Pri analyzach
zameranych na vyvoj spravania algoritmov v €ase boli skumané ¢asové trendy pomocou regresnej analyzy a vizualizované prostrednictvom agregovanych ¢asovych reprezentacii. Pri analyzach
porovnavajucich vyskyt konkrétnych kategdrii obsahu alebo javov boli vyuzité testy Statistickej vyznamnosti na vyhodnotenie rozdielov medzi skimanymi podmienkami.

Vyhodnocovaci framework vyuzival bezne pouzivané Statistické a datovo-analytické metriky vratane priemernej miery vyskytu konkrétnych typov obsahu, $tandardnych odchylok a pomerov cielového
obsahu voéi ostatnému pozorovanému obsahu. Vysledky boli vizualizované pomocou vhodnych metéd vratane &iarovych grafov, stipcovych grafov alebo boxplotov v zavislosti od charakteru
analyzovanych tdajov.

KedZe otazky algoritmického auditu su vyrazne zavislé od kontextu, metodika vyhodnocovania bola prisposobena $pecifickym cielom jednotlivych auditovacich $tudii realizovanych v rdmci projektu.
Tento pristup umoznil systematicku analyzu spravania odporucacich systémov a poskytol kvantitativne dékazy na hodnotenie vzorcov vystavenia obsahu a potencialnych rizik spojenych s algoritmickym
rozhodovanim.

Viac informéacii je dostupnych v D4.1 Audit execution and evaluation methods , kapitola 2.

T4.3 Engine na vykonavanie auditov (M3-M23)

Uloha T4.3 sa zameriavala na vyvoj enginu (softvérovej infrastruktury) na vykonavanie auditov podporujticeho preklad, realizaciu a monitorovanie algoritmickych auditov. Vyvinuta infrastruktura poskytla
potrebné moznosti na vykonavanie abstraktnych auditovacich scenarov ako reprodukovatelnych experimentov $pecifickych pre jednotlivé platformy s vyuzitim simulovanych pouzivatelov (sock puppets),
ktori interaguju s platformami socialnych sieti.

Engine na vykonavanie auditov bol integrovany s Control Panelom, ktory sluzil ako hlavné rozhranie pre vyskumnikov na monitorovanie vykonavania auditov a kontrolu zhromazdenych pozorovani.
Control Panel spravoval konfiguracie auditov, odovzdaval ich vykonavacej vrstve a poskytoval monitorovacie funkcionality vratane pristupu k logom vykonavania, snimkam obrazovky a moznostiam
opakovaného prehrania (angl. replay ) spravanie agenta. Vyvinuta infrastruktira bola navrhnuta ako nezavisla od konkrétnej platformy a rozsiritelna, pricom pociato¢na podpora bola implementovana pre
TikTok a YouTube Shorts.

Zakladnym komponentom vykonavacieho enginu bol framework pouzivatelskych agentov, ktory riadil interakcie simulovanych pouzivatefov vykonavané prostrednictvom webového prehliadaca. Kazdy
agent vykonaval postupnost interakcii Specifické pre platformu definované prostrednictvom Action Domain-Specific Language (DSL). DSL poskytuje Struktirovanu reprezentaciu auditovacich scenarov
vratane zoradenych krokov interakcii, podmienok, sluciek a runtime parametrov. Tento pristup umoziiuje vyskumnikom definovat opakovane pouzitelné auditovacie skripty pri zachovani oddelenia
vykonavacej logiky od implementacie $pecifickej pre jednotlivé platformy.

Infrastruktdra podporuje typické fazy auditu vratane prihlasenia pouzivatela, inicializacie zaujmov (angl. interest seeding ) a hlavnych interakénych faz. Pocas fazy inicializacie agenti vyhladavali obsah
sUvisiaci s ttmami a vyuzivali prediktor pouzivatelskych interakcii na ur€enie, ¢i pozorovany obsah zodpoveda zaujmom simulovaného pouzivatela a aké interakcie by mali byt vykonané. Pocas hlavnej
auditovacej fazy agenti interagovali s odporucacimi systémami a priebezne vyhodnocovali zobrazovany obsah podia nakonfigurovaného auditovacieho scenara.

Na zvysenie spolahlivosti, reprodukovatelnosti a $kalovatelnosti boli jednotlivé relacie prehliadaca a vykonavania agentov izolované v kontajneroch Kubernetes typu pod. Vyvinuty framework agentov
vyuziva priamu komunikaciu s prehliadaémi prostrednictvom Chrome DevTools Protocol (CDP) cez WebSocket namiesto konven¢nych frameworkov na automatizaciu prehliadaca. Tento pristup
umoziuje presnejsiu kontrolu spravania prehliadaca, pristup k udalostiam prehliadaca a sietovej prevadzke a zaroveri znizuje vystavenie beznym mechanizmom detekcie automatizacie.

Engine na vykonavanie auditov zarover obsahuje rozsiahle moznosti monitorovania a zberu udajov. Pocas realizacie auditu agenti vytvarali detailné logy, zhromazdovali snimky stavov prehliadaca a
ukladali Strukturované informacie o pozorovanom obsahu, pouzivatelskych interakciach a priebehu vykonavania. Zhromazdené Udaje zahfnali vysledky vyhladavania, metadata videi, prepisy zvuku,
vykonang interakcie a anotacie generované komponentmi na predikciu interakcii. Udaje boli ukladané v &trukttrovanych formatoch pre naslednt analyzu a prenasané do perzistentného tloZiska na dalsie
spracovanie.

Viac informéacii je dostupnych v D4.1 Audit execution and evaluation methods , kapitola 3.
Vyvinuty engine na vykonavanie auditov poskytuje kompletnu infrastruktiru na realizaciu reprodukovatelnych, viacfazovych algoritmickych auditov vo velkom rozsahu. Kombinaciou konfigurovatelnych

auditovacich postupov, realistickej simulacie pouzivatelov, moznosti vykonavania Specifickych pre jednotlivé platformy a komplexného monitorovania umozruje praktické nasadenie pristupu modelovo
zalozeného algoritmického auditu vyvinutého v ramci projektu.




WP5: DCE a klastrovanie
Cielmi tohto pracovného balika boli: 1) dosiahnut maximalny dopad prostrednictvom mnoziny cielenych diseminacnych aktivit; 2) vytvorit a realizovat klastrovacie aktivity s relevantnymi projektmi a
iniciativami; a 3) pripravit vysledky projektu na dalsie vyuzitie a zabezpecit ich dlhodobu udrzatelnost.

T5.1 Identifikacia potrieb pouzivatelov a pripadov pouzitia (M1-M11)

Téato uloha bola ukonc¢ena uz pocas prvého roka implementacie projektu, v ramci ktorého sa uskutocnila séria osobnych a online konzultacii s relevantnymi zainteresovanymi stranami s ciefom
identifikovat potreby pouzivatelov, o¢akavania a potencidlne pripady pouzitia algoritmického auditovania. Konzultacie zahfnali diskusie s narodnym zastupcom implementécie Aktu o digitalnych sluzbach
(Digital Services Act - DSA), predstavitelmi Eurdpskej komisie zodpovednymi za implementaciu DSA, zastupcami Eurépskeho centra pre algoritmicku transparentnost (European Centre for Algorithmic
Transparency - ECAT), Spolo¢ného vyskumného centra (Joint Research Centre - JRC) a Rady pre medialne sluzby Slovenskej republiky (RPMS).

Okrem konzultacii so zainteresovanymi stranami bola vykonana podrobna analyza DSA auditovacich reportov publikovanych v 4. tvrtroku 2024. Analyza zahfriala reporty piatich online platforiem (Very
Large Online Platforms - VLOPs) — TikTok, YouTube, Instagram, Facebook a LinkedIn — a jedného online vyhfadavaca (Very Large Online Search Engine - VLOSE) — Google Search. Analyza
identifikovala vyznamné obmedzenia sti¢asného ekosystému auditov, najma pokial ide o schopnost’ auditorov nezavisle posudzovat sulad s povinnostami zavedenymi prostrednictvom DSA, ako su
poziadavky suvisiace s ochranou maloletych podfa ¢lanku 28 DSA.

Analyza potrieb zainteresovanych stran bola doplnena prehlfadom aktuélneho vyvoja vyskumu v oblasti algoritmického auditovania a technickym posudenim platforiem socialnych médii s ciefom
vyhodnotit realizovatelnost a komplexnost ich auditovania. Tieto aktivity poskytli dolezité vstupy pre strategické rozhodnutia pocas celého projektu vratane vyberu auditovanych otazok, cielovych
platforiem a metodologickych pristupov. Zarovern prispeli k maximalizacii relevantnosti a potencialneho dopadu vyvinutych pristupov pre rézne skupiny zainteresovanych stran.

Vysledky tejto Ulohy boli zdokumentované v D5.1 User Needs and Use Cases .

T5.2 Diseminacia, komunikacia a vyuzitie vysledkov (M1-M23)

Na zaciatku realizacie projektu bola vytvorena webova stranka projektu (https:/kinit.sk/project/Al-Auditology), vizualna identita projektu, diseminacny, komunikacny a exploitacny plan opisany v
dokumente D5.2 Dissemination, communication, exploitation and clustering plan, ako aj realizované inicidlne DCE aktivity. Po¢as druhého roka implementéacie projektu boli nasledne realizované rozsiahle
aktivity v oblasti diseminacie, komunikacie a vyuzitia vysledkov v stlade so stratégiou definovanou v DCE plane. Aktivity boli zamerané na zdielanie vysledkov projektu s identifikovanymi ciefovymi
skupinami vratane vedeckej komunity, regulacnych organov, tvorcov politik, mimovladnych organizacii, aktérov v oblasti informacénych a komunikacnych technoldgii (IKT) a Sirokej verejnosti.

Samostatna prezentacia projektu bola zabezpecena prostrednictvom webovej stranky KinlTu vratane profilu projektu, aktualit a blogovych prispevkov, vybranych publikacii a projektovych vystupov.
Webova stranka sluzila ako centralne miesto na komunikaciu priebehu projektu, vysledkov, vedeckych vystupov a verejne dostupnych zdrojov. Webova stranka a suvisiaci obsah projektu dosiahli pocas
prvého a druhého roku implementacie 5 049 a 4 502 zobrazeni, pricom prekrocili stanovené klucové ukazovatele vykonnosti (KPI).

Komunikacné aktivity boli doplnené aktivnou prezentaciou projektu na socialnych sietach prostrednictvom etablovanych komunikac¢nych kanalov KinlTu na platformach LinkedIn, Facebook, X/Twitter
(neskér doplneného o Bluesky), ako aj prostrednictvom individualnych uctov ¢lenov projektového timu. Komunikacia bola prispésobena réznym ciefovym skupindm: komunikéacia v slovenskom jazyku
bola zamerana na SirSiu verejnost, zatial o komunikacia v anglickom jazyku primarne oslovovala vyskumnikov, odbornikov z praxe, regulatorov, mimovladne organizacie a priemyselnych partnerov.
Komunikacia suvisiaca s projektom bola systematicky oznacovana hashtagom #AlAuditology.

Vysledky projektu boli dalej Sirené prostrednictvom blogov, newsletterov, podcastov, rozhovorov pre média a spravodajskych €lankov. Vzhladom na spolocensku relevanciu vysledkov projektu tim
dostal pozvania od narodnych aj medzinarodnych médii vratane Dennika N, SME, Siiddeutsche Zeitung, Tages-Anzeiger a New Scientist. Vybrané vysledky boli komunikované aj vo viacerych jazykoch,
¢im sa zvysil ich dosah nad ramec anglicky hovoriacej vyskumnej komunity.

Projekt dosiahol vyznamny vedecky impakt, v ramci ktorého 15 publikacii bolo prijatych a prezentovanych na poprednych medzinarodnych konferenciach, workshopoch a v ¢asopisoch. Publikacie
pokryvali viaceré vyskumné oblasti relevantné pre projekt vratane strojového ucenia, spracovania prirodzeného jazyka, informacného vyhladavania, interakcie ¢loveka s pocitacom, odporucacich
systémov a algoritmického auditovania. Viaceré publikacie boli prijaté na prestiznych férach vratane ACL, EMNLP, SIGIR, CHI, FAccT a ¢asopisu ACM Transactions on Intelligent Systems and
Technology (ACM TIST). Vyznamnym ocenenim bolo ziskanie ceny za najlepsi ¢lanok (angl. Best Paper Award ) na konferencii FAccT 2026. V sulade s principmi otvorenej vedy boli vSetky publikacie
spristupnené prostrednictvom preprintov alebo otvorenych verzii a sprievodné datasety a zdrojové kody boli podla moznosti zdielané prostrednictvom verejnych repozitarov.

Okrem akademickej diseminacie sa projektovy tim aktivne zapajal do medzinarodnych a narodnych podujati s cielom oslovit relevantné zainteresované strany. Tieto aktivity zahfiiali prezentacie a
diskusie na podujatiach ako EU Disinfo Conference, Al Impact Summit, tematické seminare Rady Eurdpy a narodné podujatia zamerané na digitalne technoldgie a bezpec¢nost mladych fudi. Tieto aktivity
prispeli k zvySeniu povedomia o algoritmickom auditovani ako praktickom pristupe na hodnotenie systémov socialnych sieti vyuzivajucich umelu inteligenciu.

Specifickou diseminaénou aktivitou bola priprava a vedenie projektu zameraného na auditovanie algoritmov socialnych sieti v ramci letnej $koly Digital Methods Summer School 2025
(https://www.digitalmethods.net/Dmi/SummerSchool2025AlgorithmicMirror) organizovanou na Univerzite v Amsterdame. Pocas tejto letnej $koly multidisciplinarny tim z Gcastnikov letnej $koly pracoval s
datami zozbieranych poc¢as doteraz nami vykonanych auditov a zrealizoval manualny audit menSieho rozsahu, ktory predstavuje hodnotny vstup pre ich naslednu automatizaciu.

Projekt sa zaroven zameral na vyuzitie a dihodobu udrzatelnost (angl. exploitation and sustainability ) svojich hlavnych vysledkov (angl. Key Exploitable Results - KERs ). Na zaklade konzultacii so
zainteresovanymi stranami a analyzy vykonanej v ramci D5.1 boli identifikované $tyri hlavné cielové skupiny vyuzitia vysledkov: vyskumna komunita, regulatori, aktéri v oblasti IKT a platformy socialnych
meédii. Pocas implementécie projektu bol najvacsi potencial vyuzitia identifikovany najma vo vyskumnej a regulacnej komunite.

Pre regulatorov a tvorcov politik boli vysledky projektu transformované do podoby regulacnych odporucani podporujucich lepsi dohfad nad platformami vyuzivajacimi umelu inteligenciu. Projektovy tim
tiez spolupracoval so zastupcami Eurdpskej komisie, Joint Research Centre, Eurépskeho centra pre algoritmicku transparentnost (European Centre for Algorithmic Transparency), narodnych timov
implementacie DSA a dal$ich relevantnych organizacii.

Vysledky projektu vytvorili zaklad pre nase nadvazujlce vyskumné aktivity a spoluprace. Vyvinuté metodiky, datasety, softvérova infrastruktira a vyskumné zistenia boli dalej vyuzité pri priprave
viacerych nadvazujucich projektovych navrhov zameranych na algoritmické auditovanie, integritu volieb, online radikalizaciu, klimatické dezinformacie a digitalne medialne ekosystémy. Tieto aktivity
demonstruju potencial pokracujuceho vyuzivania a dalSieho rozvoja vysledkov Al-Auditology aj po ukonéeni projektu.

Projekt zaroven udrziaval priamu komunikaciu s platformami socialnych médii vratane TikToku, ktory prejavil zaujem o vysledky auditov, najma v oblasti ochrany maloletych a personalizovaného
poskytovania obsahu. Tato spolupraca ukazala vyznam nezavislych pristupov k algoritmickému auditu aj z pohladu poskytovatelov platforiem usilujucich sa o zvySenie transparentnosti a zodpovednosti
svojich Al systémov.

Viac informécii, ako aj podrobné zoznamy vSetkych DCE vystupov (publikacie, prispevky na socialnych sietach, blogy, medialne vystipenia, navrhy nadvazujicich projektov a pod.), su dostupné v D5.3
Dissemination, communication, exploitation and clustering report .




T5.3 Klastrovanie s relevantnymi iniciativami (M1-M23)

Pocas implementacie projektu sme aktivne rozvijali a udrziavali spolupracu s relevantnymi iniciativami, vyskumnymi projektami, regulaénymi organmi a organizaciami pésobiacimi v oblastiach
algoritmickej transparentnosti, digitalnych platforiem, dezinformacii a spravy Al (angl. Al governance). Tieto aktivity podporovali vymenu poznatkov, posilfiovali dopad projektu a umozriovali zosuladenie
vysledkov projektu so Sir§imi eurdpskymi vyskumnymi a regulaénymi aktivitami.

Projekt vytvoril a udrziaval prepojenia s klu€ovymi eurépskymi a narodnymi zainteresovanymi stranami vratane predstavitelov Eurépskej komisie zodpovednych za implementaciu Aktu o digitalnych
sluzbach (DSA), Eurépskeho centra pre algoritmicku transparentnost’ (ECAT), Spolo¢ného vyskumného centra (JRC) a Rady pre medialne sluzby Slovenskej republiky (RPMS). Tieto interakcie poskytli
cennu spatnu vazbu o praktickych regulaénych potrebach a pomohli identifikovat vhodné moznosti vyuzitia metod algoritmického auditu.

Al-Auditology bolo tiez aktivne prepojené s relevantnymi eurépskymi vyskumnymi iniciativami, najma projektmi Horizon Europe a Digital Europe zameranymi na dezinformacie, déveryhodnu Al a
monitorovanie online platforiem. Projekt si vymienial poznatky a hladal synergie s projektmi ako vera.ai, VIGILANT, Al-CODE a dal$imi relevantnymi projektmi zaoberajicimi sa Al podporovanou
analyzou Skodlivého obsahu, online rizik a digitalnych medialnych ekosystémov. Prikladom takejto spoluprace je spolo¢na publikacia s partnermi projektov vera.ai a AI-CODE o detekcii signalov
kredibility publikovana v ACM TIST (¢asopis v kvartile Q1).

Projektovy tim dalej prispieval ku klastrovacim aktivitam prostrednictvom G¢asti na relevantnych konferenciach, workshopoch a networkingovych podujatiach. Medzi tieto aktivity patrili napriklad EU
Disinfo konferencie, DSA and Platform Regulation Conference, workshopy zamerané na férovost' Al a algoritmicky audit a seminare Rady Eurépy venované digitalnemu prostrediu a rizikam pre deti a
mladez. Tieto podujatia poskytli prileZitosti na prezentaciu vysledkov projektu, vymenu skisenosti s podobnymi iniciativami a identifikaciu mozZnosti budtcej spoluprace.

Prostrednictvom tychto aktivit Al-Auditology posilnil svoje postavenie v eurépskom ekosystéme iniciativ zameranych na transparentnost, zodpovednost a spoloenské dopady Al systémov vyuZivanych
na platformach socialnych médii a zarover zabezpecil, Ze vysledky projektu budu prispievat k pokracujucim vyskumnym, regulaénym a praktickym aktivitdm aj po skonéeni projektu.

The whole period of the project implementation (from August 1, 2024 to June 30, 2026) was progressing in accordance with the project schedule. In the following text we provide an overview
of activities conducted during this period within individual work packages and tasks.

WP1: Project management
The objective of WP1 focused on maintaining effective project management (administrative, financial, quality, and risk management); enabling smooth work progress and timely project reporting; as well
as ethical and data management administration.

T1.1 Administrative, financial, and risk management (M1-M23)

Task T1.1 focused on the overall administrative, financial, and risk management of the project. Throughout the project, the project team maintained effective project communication procedures and
collaboration tools, monitored project progress, resource allocation, and running costs, and ensured regular communication with the funding agency. The task also covered financial and legal
administration, ensuring compliance with the project's reporting and funding requirements.

Another key responsibility of this task was the coordination of project reporting and documentation. This included the preparation and submission of project deliverables, the intermediate report, as well as
the preparation of this final project report. Administrative coordination ensured that all planned activities, milestones, and deliverables were completed and submitted in accordance with the project
schedule.

Risk management was carried out continuously throughout the project. Risks (initially identified in the project proposal) were regularly updated to identify, monitor, and mitigate potential internal, external,
strategic, and operational risks (e.g., especially related to ethical and legal considerations, lack of data access provided by social media platforms, and dynamically evolving landscape of Al/LLMs and
social media platforms themselves). The risk management process enabled the project team to proactively address emerging challenges, implement appropriate mitigation measures where necessary,
and ensure the successful execution of the project in line with its objectives and timeline. Throughout the project, no major administrative, financial, or operational issues occurred that would have
prevented the successful completion of the planned activities.

T1.2 Management of ethical issues (M1-M23)

Task T1.2 focused on ensuring that all project activities complied with the highest standards of Al and research ethics. Throughout the project, ethical considerations were systematically integrated into
the research process to ensure that the developed algorithmic auditing methodologies, data collection procedures, and auditing studies respected the rights, privacy, and well-being of all potentially
affected individuals and complied with applicable ethical and legal requirements.

During the first year of project implementation, the comprehensive ethical assessment was carried out. As part of this assessment, four ethics workshops were organized between 10 April and 12 June
2025, bringing together researchers with expertise in artificial intelligence, social sciences, philosophy, and law. The workshops critically examined the ethical and legal implications of the planned
research activities, identified stakeholders potentially affected by the project, assessed possible risks arising from the proposed algorithmic auditing methodology, and formulated appropriate mitigation
strategies.

During the second year of project implementation, the activities within this task concentrated on implementing and monitoring the mitigation measures defined in the Risk list with identified mitigation
techniques (Appendix of this report). These measures were continuously applied and reviewed throughout the project to minimize ethical, legal, and societal risks associated with algorithmic auditing
research. Particular attention was paid to ensuring that the research methodology remained consistent with the ethical principles approved by the internal ethics committee of KInIT, which granted ethical
approval for the Al-Auditology project on 17 December 2024.

The continuous ethical oversight ensured that the project was conducted responsibly and transparently and that ethical considerations remained an integral part of all research activities from project
initiation to completion.




WP2: Model construction

In WP2, we developed techniques to build, represent and infer from the social-media model (a key enabler of the model-based audits). Its inherent part consists of representation of a social media
population — including demographic data (e.g., distribution of age, gender, location) and behavioral patterns (e.g., interests, number of sessions per day, length of sessions, distribution and frequency of
different interaction types).

T2.1 Representation development and extraction (M1-M18)

Task T2.1 focused on the development of a unified, platform-agnostic representation of social media platforms, users, and interactions as a foundation for the social media model used within the project.
Our implementation explicitly considered the limited availability of real-world social media data and restricted access to platform APIs (i.e., limited availability of information about individual users, content
items, and their interactions). The developed approach therefore focused on capturing platform-level characteristics through a modular representation based on statistical and probability distributions.

As envisioned in the project proposal, the developed social media model adopted the architecture of overlay models, consisting of a domain layer and a platform layer. The domain layer represented
platform-independent concepts and enumerations, including user demographic characteristics (such as age groups, gender categories, and geographical regions), content-related characteristics, and
behavioural patterns (such as engagement rates, time spent on the platform, and usage frequency). The platform layer represented individual social media platforms through statistical distributions over
the elements defined in the domain layer, allowing platform-specific characteristics to be captured while maintaining a unified representation across different platforms.

As part of this task, suitable data sources for constructing the social media model were identified and analysed. Significant effort was dedicated to obtaining access to the TikTok Research API. Despite
extensive communication with TikTok support and multiple application attempts and appeals, the access provided by TikTok was limited to a Virtual Compute Environment (VCE) that did not provide the
required type and scale of data. Therefore, the project team utilised alternative sources of information to support the development of the model. The analysis focused primarily on TikTok and YouTube,
which were identified as relevant platforms within the project use cases (D5.1).

The utilised data sources included CEDMO Trends, a longitudinal public opinion survey providing insights into social media usage patterns, as well as research publications, platform documentation,
transparency reports, and publicly available statistical sources. In particular, publicly available industry reports and marketing analyses provided valuable platform-level statistics describing demographic
distributions, geographical reach, usage intensity, content preferences, and engagement patterns.

The extraction and harmonisation of information from the identified sources were performed in a semi-automatic manner. The extracted information was unified into platform-independent categories,
including demographic characteristics (age groups, gender categories, and geographical regions) and behavioural characteristics (content preferences, engagement rates, average time spent, watch
time, and session frequency). These unified representations enable the creation of platform-specific model configurations while preserving the desired platform-agnostic compatibility between different
social media platforms.

For each supported platform, a dedicated platform layer was created, storing the corresponding demographic and behavioural distributions. The resulting model was implemented as a configurable
framework in which platform characteristics could be updated by modifying configuration files without changes to the underlying implementation. This design enables continuous updates as new
information sources become available while maintaining historical comparability between model versions.

To support the generation of representative audit scenarios, the developed model provided querying and synthetic user generation functionalities. User profiles can be generated by sampling
demographic characteristics from platform-specific probability distributions and deriving corresponding behavioural patterns conditioned on these characteristics. The generated synthetic users are
associated with demographic attributes, content preferences, engagement characteristics, estimated usage intensity, and interaction-related parameters, enabling reproducible creation of representative
user populations for algorithmic auditing experiments.

More details about the developed social media model can be found in D2.1 Harmful content modelling methods , Section 2.

The developed social media model (D2.2) was further provided as a FastAPI-based service exposing REST API endpoints for accessing platform information, generating synthetic user profiles, and
creating user cohorts based on specified constraints. The implementation separates configuration data, model logic, and API functionality, enabling maintainability and future extension with additional
platforms or statistical indicators. The developed social media model therefore provides a flexible and extensible foundation for supporting algorithmic auditing activities by enabling the generation of
statistically grounded and platform-comparable user representations.

T2.2 User interaction prediction (M7-M23)

Task T2.2 focused on developing methods for predicting and simulating user interactions with social media content in the context of algorithmic auditing. Within this task, user next interaction predictors
were developed to automatically determine whether a simulated user should interact with a specific social media post and, if so, what type of interaction should be performed. The developed approach
was designed to support realistic execution of algorithmic audits by automatically analysing recommended content in real time and generating user feedback signals required for audit scenario execution.
Instead of relying on simple heuristics or predefined rules based on metadata such as hashtags (which are common in the past research works), the developed approach employed content classification
based on Large Language Models (LLMs) and Large Vision-Language Models (LVLMs) to analyse the relevance of recommended content with respect to predefined user characteristics (see T2.3 for
more information).

During the audit execution, the predictor analysed the characteristics of the simulated user, available video metadata, and the content itself to determine whether the recommended item matched the
user's interests. For content matching the user's interests, the simulated user performed stronger implicit and explicit feedback actions, including watching the video until completion, liking it, and
bookmarking it. Other content was skipped, while livestreams and excessively long videos were excluded from interaction simulation. Furthermore, we were also investigating how even more realistic
user simulation can be achieved with the recent advances in the domain of LLM-based user simulation.

For more information, please see D2.1 Harmful content modelling methods , Sections 3 and 4.

We can conclude that the developed user interaction prediction approach enables more realistic and reproducible simulation of user behaviour during algorithmic audits and provides an important
component for executing large-scale audits of recommendation systems.




T2.3 Harmful content labelling (M1-M23)

Task T2.3 focused on developing and evaluating methods for automated content classification and labelling to support the analysis of social media content needed for user interaction prediction (T2.2) as
well as audit evaluation (T4.2). The activities within this task addressed both the reduction of manual annotation requirements and the broader challenge of reliable content classification in domains where
labelled data are often limited, costly to obtain, and unevenly distributed across languages and topics.

The project specifically investigated the application of machine learning and natural language processing approaches, with particular attention given to the use of Large Language Models (LLMs) and
Large Vision-Language Model (LVLMs) for content analysis and classification.

At first, our research explored how LLM/LVLMs-based methods, prompting strategies, and synthetic data generation techniques could support classification tasks in low-resource settings, which
represents a particularly important challenge in the context of social media analysis. Unlike traditional supervised classification approaches that require large manually annotated datasets, the investigated
approaches aimed to improve model performance when only a limited amount of labelled data was available.

To this end as part of this task, several research studies were conducted to systematically analyse the behaviour, limitations, and opportunities of LLM-based approaches for low-resource content
classification. The research examined the impact of randomness and methodological choices when learning from limited labelled datasets, investigated the trade-offs between LLM-based and established
text augmentation techniques, and evaluated different strategies for selecting few-shot examples for LLM-based augmentation. Furthermore, the project compared specialised small language models
with general-purpose large language models and investigated approaches for multilingual and low-resource language classification.

Second, following the findings from these studies, the required content classifiers were carefully trained in the low-resource settings. Specifically, they addressed these four classification tasks: topic
classification, stance classification towards the detected topic, advertisement detection (including advertisement type classification), and advertisement topic classification. They were evaluated and
applied in two algorithmic audit studies conducted within the project: an audit of personalization drift in polarising topics on TikTok and an audit of profiling of minors in TikTok’s advertising delivery
system.

As input to classification, we utilised available video metadata (description, hashtags, author name, etc.). Since video metadata often contained insufficient information, the audio track of videos was
additionally transcribed, and the resulting transcript was incorporated into the LLM-based analysis. Furthermore, we also used video screenshots to analyse visual characteristics of the videos (e.g., the
presence of commercial content).

In case of topic and stance classification, the performance of the classificators was evaluated using a manually annotated dataset of 350 TikTok videos. Several LLMs of different architectures and sizes
were compared, including GPT-40, GPT-4.1, LLaMA-3.1, Gemma-2, and Qwen-2.5. The best-performing model, GPT-4.1, achieved high classification accuracy across evaluated topics, reaching 98%,
95%, 98%, and 96.5% for topic classification and 100%, 90%, 98%, and 94% for stance classification, respectively. Additional evaluation demonstrated that incorporating automatically generated audio
transcripts improved topic classification performance by approximately 2% and stance classification performance by approximately 6%. Based on these results, the Whisper large-v3-turbo model was
selected as the optimal solution due to its favourable balance between accuracy and computational efficiency.

In case of advertisement type and topic detection, we utilised the Qwen3-VL-4B-Instruct model. Out of 113 manually annotated videos, the automatic annotated ad type was correct in 102 (90.3%) and
100 (88.5%) of samples respectively (according to individual annotators). Out of 78/74 videos containing any type of advertisement, the ad topic was correctly annotated in 74 (94.9%) and 63 (85.1%).

The main outcome of these tasks were LLM/VLLM-based content classifiers achieving high accuracy without a need of large-scale labelled datasets that would require extensive human annotation. They
were consequently utilised across other tasks and project activities where the automatic annotation of large collected data samples was needed.

For more details about the trained content classifier, please, refer to D4.1 Audit execution and evaluation methods , Section 2.




WP3: Scenario creation

In this work package, we research various strategies for interactive creation of audit scenarios, while utilizing valuable information gathered in the social media model. The main outcome from this work
package is a comprehensive set of abstract audit scenarios. The generation is driven by audit questions specifying the scope of the audit, aspects, whose effect on Al algorithms should be investigated
and metrics that should be measured.

T3.1 Audit scenarios derivation (M1-M17)

Task T3.1 focused on developing methods for deriving abstract audit scenarios that enabled more systematic, representative, and reusable algorithmic audits. Previous algorithmic auditing approaches
relied heavily on manually designed scenarios created ad hoc by researchers, which often resulted in incomplete coverage of relevant user, content, and interaction spaces and limited the authenticity and
reproducibility of audit results.

Within this task, the concept of abstract audit scenarios was introduced as a key element of model-based algorithmic auditing. Instead of defining individual user accounts and platform-specific actions in
advance, abstract scenarios specify reusable and platform-independent descriptions of the audit objective, user populations, interaction protocols, observation points, metrics, and audit phases.

A major contribution of this task is the development of methods for designing representative user populations and user profiles. User populations can be either manually defined by the auditor based on
the research objective or generated using the social media model developed within T2.1. The generated populations are based on distributions of relevant user characteristics, including age, gender,
location, and interests, allowing the creation of statistically grounded sockpuppet profiles instead of arbitrary user accounts.

The developed approach also supports the definition of modular audit phases describing platform-independent user actions and enables the subsequent translation of abstract scenarios into executable
platform-specific audit procedures. This abstraction allows the same audit methodology to be reused across different platforms, and time periods, improving comparability and reproducibility of algorithmic
audits.

The developed audit scenario co-creation methodology was validated through two algorithmic audit studies conducted within the project. The results demonstrated that model-based audit scenario design
enabled more representative user populations and more authentic simulation of user behaviour compared to manually specified audit scenarios used in previous studies.

For more details, please, refer to D3.7 Audit scenario co-creation methods, Section 2 and 3.

T3.2 Audit scenarios selection (M12-M23)

Task T3.2 focused on methods for selecting feasible sets of audit scenarios while preserving sufficient coverage of relevant user characteristics and audit objectives. Since representative user
populations generated from the social media model could result in large numbers of possible user profiles and scenario combinations, systematic selection strategies were required to balance
experimental coverage with practical execution constraints.

The developed approach supports adjusting the distribution of simulated users across demographic and behavioural characteristics to reduce the overall number of required audit accounts while
maintaining coverage of the relevant user space. This enabled auditors to adapt the scope of experiments according to technical constraints, such as available infrastructure and the number of
concurrently managed accounts.

The scenario selection approach also supports controlling potential confounding factors that could influence algorithmic behaviour. Depending on the audit objective, irrelevant characteristics could either
be neutralised (e.g., by omitting selected demographic signals) or represented through sufficiently large and balanced user populations to minimize their unintended effects.

Together with the audit scenario derivation methods developed in T3.1, the scenario selection approach contributes to a more systematic and scalable framework for designing algorithmic audits. It
enables the creation of representative yet technically feasible audit experiments that can be repeatedly executed across platforms and over time.

T3.3 Audit scenario co-creation tool (M1-M23)

Task T3.3 focused on developing software support for researchers during the audit scenario co-creation process. To address the limitations of previous algorithmic audits, where audit scenarios were
typically designed manually and required substantial expertise and effort, the Al-Auditology project developed an interactive tool entitled Control Panel that supports the creation, configuration, and
management of abstract audit scenarios.

The Control Panel represents the main user-facing component of the Al-Auditology infrastructure and connects the different elements required for designing and executing algorithmic audits. It enables
researchers to define audit studies, manage supported platforms, specify audited topics and simulated user interests, configure proxy locations, design representative user populations, and define
executable audit phases. The developed tool supports platform-independent scenario design while remaining extensible to different social media platforms, with initial support for TikTok and YouTube
Shorts.

A key functionality of the Control Panel is the Study Designer, which guides researchers through a structured multi-step process for transforming an audit question into a concrete abstract audit scenario.
The designer enables the specification of target platforms, geographical regions, topics, age groups, population distributions, and audit phases. Topics are represented not only as labels but also include
additional information required for audit execution, such as search queries for content discovery and structured prompts used by the user interaction predictor.

The developed tool also supports the generation of individual user profiles. Researchers can specify demographic and behavioural distributions, after which the system generates corresponding
sockpuppet profiles with assigned characteristics, topics, and proxies. This approach separates the abstract population design from the creation of concrete user accounts, enabling more systematic and
reproducible audit setup.

Furthermore, the Control Panel supports the definition and management of audit phases describing the sequence and duration of user activities during an audit execution. These scenarios provide the
basis for translating abstract audit designs into executable audit scripts used by the audit execution infrastructure.

For more details, please, refer to D3.1 Audit scenario co-creation methods, Section 3.
The developed audit scenario co-creation tool significantly reduces the effort required to design algorithmic audits and provides researchers with a structured, reproducible, and extensible environment for

creating representative audit scenarios. Together with the social media model and audit execution infrastructure, it contributes to the realization of the model-based algorithmic auditing approach
developed within the project.




WP4: Audit execution
In this work package, we developed techniques for audit scenario translation, execution and evaluation.

T4.1 Audit scenarios translation and execution (M3-M23)
Task T4.1 focused on investigating and implementing methods for translating abstract audit scenarios (an outcome from T3.1, T3.2) into executable platform-specific audit procedures. Since abstract
audit scenarios were designed to be platform-, time-, and content-independent, they required additional translation steps before they could be executed on specific social media platforms.

The developed approach translates the main elements of abstract audit scenarios, including user profiles, user interests, content selection mechanisms, and interaction types, into platform-specific
representations. User profiles defined in the audit scenarios are converted into concrete user accounts on the audited platforms. This process was implemented as a semi-automated procedure, as full
automation was not feasible due to platform-specific requirements such as email or phone verification and CAPTCHA challenges.

The translation process also addressed the representation of user interests and content discovery mechanisms. Depending on the capabilities of the audited platform, abstract interests were mapped to
platform-specific search queries or other content discovery approaches. For platforms supporting keyword-based content search, retrieved content candidates were analysed by the user interaction
predictor, which determined whether the content matched the simulated user's interests and whether an interaction should be performed. An important outcome of this task was also the integration of user
interaction predictors (T2.2) into the audit execution workflow.

For more details, please, refer to D4.1 Audit execution and evaluation methods, Section 2.

The developed translation and execution approach enabled abstract audit scenarios to be transformed into reproducible platform-specific experiments. By combining platform-independent scenario
definitions with automated content analysis and more realistic interaction simulation, the task contributed to reducing the artificiality of sockpuppet-based algorithmic audits and improving their scalability
and reproducibility.

T4.2 Audit evaluation (M7-M23)
Task T4.2 focused on the evaluation of algorithmic behaviour based on data collected during audit execution (T4.1). The objective was to analyse platform responses, measure content exposure
patterns, and quantify potential effects of recommendation algorithms based on the results obtained from executed audit scenarios.

During each audit study, the collected data included information about simulated users, performed interactions, recommended content, and additional annotations assigned during or after the audit
execution. The collected content-related information included video metadata, such as descriptions, authors, transcripts, timestamps, and video characteristics, together with annotations produced by the
user interaction predictor (T2.2) or subsequent post-audit annotation processes (T72.3).

The collected datasets were analysed according to the specific research questions addressed by individual audit studies. Depending on the objective of the audit, different statistical approaches were
applied. For analyses focusing on the evolution of algorithmic behaviour over time, temporal trends were examined using regression analysis and visualised through aggregated time-based
representations. For analyses comparing the prevalence of specific content categories or phenomena, statistical significance testing was applied to evaluate differences between examined conditions.

The evaluation framework used commonly applied statistical and data analysis metrics, including average occurrence rates of specific content types, standard deviations, and ratios of targeted content
compared to other observed content. The results were visualised using appropriate methods, including line plots, bar plots, box plots, and stacked representations, depending on the characteristics of the
analysed data.

As algorithmic auditing questions are highly context-dependent, the evaluation methodology was adapted to the specific objectives of each audit study conducted within the project. This approach enabled
systematic analysis of recommendation system behaviour and provided quantitative evidence for assessing content exposure patterns and potential risks associated with algorithmic decision-making.

For more details, please, refer to D4.1 Audit execution and evaluation methods , Section 2.

T4.3 Audit execution engine (M3-M23)
Task T4.3 focused on the development of a high-fidelity audit execution engine supporting the translation, execution, and monitoring of algorithmic audits. The developed infrastructure provided the
necessary capabilities to execute abstract audit scenarios as reproducible platform-specific experiments using simulated users (sock puppets) interacting with social media platforms.

The audit execution engine was integrated with the Control Panel, which served as the main interface for researchers to monitor audit execution, and review collected observations. The Control Panel
maintained audit configurations, transferred them to the execution layer, and provided monitoring functionalities, including access to execution logs, screenshots, and replay capabilities. The developed
infrastructure was designed to be platform-agnostic and extensible, with initial support for TikTok and YouTube Shorts.

The core component of the execution engine is the user agent framework, which controls browser-based interactions performed by simulated users. Each agent executes platform-specific workflows
defined through an Action Domain-Specific Language (DSL). The DSL provides a structured representation of audit scenarios, including ordered interaction steps, conditions, loops, and runtime
parameters. This approach enables researchers to define reusable audit workflows while keeping the execution logic separated from platform-specific implementations.

The execution workflow supports typical audit phases, including user login, interest seeding, and main interaction phases. During the seeding phase, agents searched for topic-related content and used
the user interaction predictor to determine whether observed content matched the simulated user's interests and which interactions should be performed. During the main audit phase, agents interacted
with recommendation systems and continuously evaluated presented content according to the configured audit scenario.

To improve reliability, reproducibility, and scalability, individual browser sessions and agent executions were isolated in Kubernetes pod containers. The developed agent framework relied on direct
communication with browsers through Chrome DevTools Protocol (CDP) over WebSocket instead of conventional browser automation frameworks. This approach enables more precise control over
browser behaviour, access to media events and network traffic, and reduces exposure to common automation detection mechanisms.

The execution engine also incorporates extensive monitoring and data collection capabilities. During audit execution, agents generated detailed logs, collected screenshots of browser states, and stored
structured information about observed content, user interactions, and execution progress. Collected data included search results, video metadata, transcripts, performed interactions, and annotations
generated by the interaction prediction components. Data were stored in structured formats for subsequent analysis and transferred to persistent storage for further processing.

For more details, please, refer to D4.1 Audit execution and evaluation methods , Section 3.

The developed audit execution engine provides a complete infrastructure for running reproducible, multi-phase algorithmic audits at scale. By combining configurable audit workflows, realistic user
simulation, platform-specific execution capabilities, and comprehensive monitoring, it enables the practical deployment of the model-based algorithmic auditing approach developed within the project.




WP5: DCE and clustering
The objectives of this work package were to: 1) achieve maximum impact with a set of targeted, high quality dissemination activities; 2) setting up and carrying out clustering activities with related
projects and activities; and 3) preparing for exploitation and results usage and making the project outcomes sustainable long-term.

T5.1 User needs and use cases identification (M1-M11)

This task was completed already during the first year of project implementation, during which a series of in-person and online consultations with relevant stakeholders were conducted to identify user
needs, expectations, and potential use cases for algorithmic auditing. These consultations included discussions with the national representative involved in the implementation of the Digital Services Act
(DSA), representatives of the European Commission responsible for DSA implementation, representatives of the European Centre for Algorithmic Transparency (ECAT), the Joint Research Centre
(JRC), and the Slovak Council for Media Services (RPMS).

In addition to stakeholder consultations, an in-depth analysis of DSA audit reports published in Q4 2024 was conducted. The analysis covered reports from five Very Large Online Platforms (VLOPs)
(TikTok, YouTube, Instagram, Facebook, and LinkedIn) and one Very Large Online Search Engine (VLOSE) (Google Search). The analysis identified significant limitations in the current audit ecosystem,
particularly regarding the ability of auditors to independently assess compliance with obligations introduced by the DSA, such as requirements related to the protection of minors under Article 28 DSA.

The stakeholder needs analysis was complemented by a review of recent research developments in algorithmic auditing and a technical assessment of social media platforms to evaluate the feasibility
and complexity of auditing different platforms. These complementary activities provided important inputs for strategic decisions throughout the project, including the selection of audit questions, target
platforms, and methodological approaches. They also contributed to maximizing the relevance and potential impact of the developed auditing approaches for different stakeholder groups.

The outcomes of this task were documented in deliverable D5.7 User Needs and Use Cases .

T5.2 Dissemination, communication and exploitation (M1-M23)

At the beginning of project implementation, we created a project website (https:/kinit.sk/project/Al-Auditology), a visual identity, and a DCE plan (Dissemination, Communication, Exploitation), described
in deliverable D5.2 Dissemination, communication, exploitation and clustering plan, and began executing initial DCE activities. During the second year of project implementation, extensive dissemination,
communication, and exploitation activities were conducted following the dissemination and communication strategy defined in DCE And clustering plan (D5.2). The activities focused on sharing the project
outcomes with the identified target groups, including the scientific community, regulators, policy makers, watchdog organisations, NGOs, ICT stakeholders, and the general public.

A dedicated project presence was done through the KinlT website, including a project profile, news and blog posts, selected publications, and project deliverables. The project website served as the
central repository for communicating project progress, outcomes, scientific results, and publicly available resources. The website and related project content achieved 5049 and 4502 impressions during
the first and second years of implementation, respectively, exceeding the predefined KPls.

The communication activities were complemented by an active social media presence through established KInIT communication channels on LinkedIn, Facebook, X/Twitter (later complemented by
Bluesky), as well as through individual accounts of project team members. Communication was tailored to different audiences: Slovak-language communication targeted the broader public, while English-
language communication primarily addressed researchers, practitioners, regulators, NGOs, and industry stakeholders. Project-related communication was consistently promoted under the dedicated
hashtag #AlAuditology.

The project outcomes were further disseminated through blogs, newsletters, podcasts, media interviews, and news articles. Due to the societal relevance of the project results, the team received
invitations from both national and international media outlets, including Dennik N, SME, Stiddeutsche Zeitung, Tages-Anzeiger, and New Scientist. Selected results were also communicated in multiple
languages, increasing their reach beyond the English-speaking research community.

The project achieved significant scientific impact, resulting in 15 publications accepted at leading international conferences, workshops, and journals. The publications covered multiple research areas
relevant to the project, including machine learning, natural language processing, information retrieval, human-computer interaction, recommender systems, and algorithmic auditing. Several publications
targeted top-tier venues, including ACL, EMNLP, SIGIR, CHI, FAccT, and ACM Transactions on Intelligent Systems and Technology. A notable recognition was the Best Paper Award received at FAccT
2026. In line with open science principles, all publications were made openly available through preprints or open-access versions, and accompanying datasets and source code were shared whenever
possible through public repositories.

Beyond academic dissemination, the project team actively participated in international and national events to engage with relevant stakeholders. These activities included presentations and discussions at
events such as EU Disinfo conferences, the Al Impact Summit, Council of Europe thematic seminars, and national events focused on digital technologies and youth safety. These activities contributed to
raising awareness of algorithmic auditing as a practical approach for evaluating Al-driven social media systems.

A notable DCE activity was the preparation and facilitation of a project for the Digital Methods Summer School 2025 (https://www.digitalmethods.net/Dmi/SummerSchool2025AlgorithmicMirror) organized
at the University of Amsterdam, where a multidisciplinary team consisting of summer school participants (including representatives of the Al-Auditilogy project) worked with data from our previous audits
and conducted a small-scale manual audit, which represents a valuable input for its consequent automatization.

The project also focused on exploitation and long-term sustainability of its key exploitable results (KERs). Based on stakeholder consultations and the analysis performed within D5.1, four main
exploitation target groups were identified: the research community, regulators and watchdog organisations, ICT stakeholders, and social media platforms. During project implementation, the strongest
exploitation potential was identified particularly among the research and regulatory communities.

For regulators and policy stakeholders, project results were transformed into policy recommendations, methodological insights, and evidence-based analyses supporting improved oversight of Al-
powered platforms. The project team engaged with representatives of the European Commission, Joint Research Centre, European Centre for Algorithmic Transparency, national DSA implementation
teams, and other relevant organisations.

The project results established also a foundation for our follow-up research activities and collaborations. The developed methodologies, datasets, software infrastructure, and research findings were
further utilized in preparation of several follow-up project proposals addressing algorithmic auditing, electoral integrity, online radicalisation, climate disinformation, and digital media ecosystems. These
activities demonstrate the potential for continued exploitation and further development of the Al-Auditology results beyond the project duration.

The project also maintained direct communication with social media platforms, including TikTok, which expressed interest in audit findings, particularly those related to the protection of minors and
personalised content delivery. This engagement demonstrated the relevance of independent algorithmic auditing approaches also from the perspective of platform providers seeking to improve
transparency and accountability of their Al systems.

For more information as well as detailed lists of all DCE outcomes (publications, social media posts, blogs, media appearances, follow-up project proposals, etc.), please, refer to D5.3 Dissemination,
communication, exploitation and clustering report .




T5.3 Clustering with relevant initiatives (M1-M23)

Throughout the project implementation, Al-Auditology actively developed and maintained cooperation with relevant initiatives, research projects, regulatory bodies, and stakeholder organisations working
on algorithmic transparency, digital platforms, disinformation, and Al governance. These activities supported knowledge exchange, strengthened the project's impact, and enabled the alignment of project
outcomes with broader European research and policy activities.

The project established and maintained connections with key European and national stakeholders, including representatives of the European Commission responsible for Digital Services Act (DSA)
implementation, the European Centre for Algorithmic Transparency (ECAT), the Joint Research Centre (JRC), and the Slovak Council for Media Services (RPMS). These interactions provided valuable
feedback on practical regulatory needs and helped identify relevant exploitation pathways for algorithmic auditing methods.

Al-Auditology was also actively connected with related European research initiatives, particularly Horizon Europe and Digital Europe projects focusing on disinformation, trustworthy Al, and online platform
governance. The project exchanged knowledge and explored synergies with initiatives such as vera.ai, VIGILANT, Al-CODE, and other relevant projects addressing Al-supported analysis of harmful
content, online risks, and digital media ecosystems. One particular example is a joint publication with vera.ai and AI-CODE partners on credibility signals detection published in ACM TIST (Q1 journal).

The project team further contributed to clustering activities through participation in relevant conferences, workshops, and networking events. These included events such as EU Disinfo conferences, the
DSA and Platform Regulation Conference, workshops focused on Al fairness and algorithmic auditing, and Council of Europe seminars addressing digital environments and risks for children and youth.
Such events provided opportunities to present project results, exchange experiences with related initiatives, and identify opportunities for future collaboration.

Through these activities, Al-Auditology strengthened its position within the European ecosystem of initiatives addressing transparency, accountability, and societal impacts of Al-powered social media
platforms, while ensuring that project results contribute to ongoing research, regulatory, and practical efforts beyond the project lifetime.

2. Milniky

Struktira kapitoly pre projekty rozdelené na pracovné baliky

V tejto Casti sa uvadzajl informdcie o stave dosahovania vietkych milnikov uvedenych v prilohe ¢. 2 ZoPPM, a to nasledovne:

Poradové &islo a ndzov milnika: Uvédzaju sa samostatne vietky milniky v poradi, ako sU uvedené v prilohe &. 2 ZoPPM.

Typ a &islo monitorovacej spravy: Uvddza sa typ ("priebeznd monitorovacia sprava" alebo "zdvere&nd monitorovacia sprava') a &islo tej monitorovacej spravy, ktord pokryva monitorovacie obdobie, v
ktorom bol milnik Uplne dosiahnuty, inak toto pole zostédva prdzdne.

Popis dosiahnutia milnika: Popis sa uvddza iba v pripade, ak bol milnik dosiahnuty (Uplne alebo Eiastoéne) pocas aktudineho monitorovacieho obdobia, inak ostdva pole prdzdne. Uvedie sa struény
popis, ako bol milnik dosiahnuty a ndzov dokumentu, ktorym prijimatel dosiahnutie milnika preukazuje. Priimatel zaroven uvadza, &ije dany dokument prilohou tejto monitorovacej spravy alebo ZoP. V
pripade, Ze je prilohou ZoP, je potrebné uviest typ a Eislo ZoP, prilohou ktorej dany dokument je. V pripade, ze milnik nebol ku dfiu ukon&enia vecnej realizécie projektu Uplne dosiahnuty, uvedie sa jeho
stav ku diiu ukonéenia vecnejrealizdcie, dévody jeho nenaplnenia a v pripade, Ze sa jeho stav po ukoncéeni vecnej realizéicie zmenil, uvedie sa aj aktudiny stav ku driu vypracovania tejto monitorovacej
spravy a dokument preukazujici aktudiny stav milnika (ak je stav plnenia milnika mozné preukdzaf).

Poradové Cislo a ndzov milnika Typ a cislo monitorovacej spravy Popis dosiahnutia milnika Popis dosiahnutia milnika

Milnik dosiahnuty Uplne

Nastavené procesy riadenia projektu, Vyskum
metéd klasifikécie textového obsahu s
obmedzenym mnozstvo oznackovanych dat,
Studia reprodukovatelnosti auditov
personalizaénych faktorov na socidinej sieti
TikTok
1. MS1 Zaciatok projektu a prvotné vysledky

vyskumu (Mé) priebeznd, 0001 NV1, NV2, NV5

Ndzov dokumentov:

D5.2 Plan disemindcie, komunikdcie, exploitdcie
a klastrovania (priloha tejto monitorovacej
spravy),

Schvdlenie etickou komisiou Kempelenovho
institUtu inteligentnych technolégii (priloha tejto
monitorovacej spravy),

Vyskumny Eldnok prijaty na EMNLP 2024,
Vyskumny Eldnok prijaty na SIGIR 2025

Milnik dosiahnuty Gplne

Analyza potrieb a pripadov pouZzitia
stakeholderov, Prototyp vyskumnej infrastruktury,
Rozpracovany a opublikovany opis novej
paradigmy modelom riadeného algoritmického
auditovania, Prvé prototypy metédd klasifikGicie
obsahu, augmentdcie dat pomocou velkych
jazykovych modelov, predikcie pouzivatelskych
interakcii

Ndzov dokumentov:

2. MS2 Milnik v polovici trvania projektu (M11) priebeznd, 0001 NV1 - NV5 D1.1 Priebeznd sprava o vykondvani a
dosiahnutych vysledkoch projektu (priloha tejto
monitorovace;j spravy),

D5.1 Potreby pouzivatelov a pripady pouzitia
(priloha tejto monitorovacej spravy),
Zoznam rizik s identifikovanymi mitigacnymi
technikami (priloha tejto monitorovacej spravy),
Vyskumny Eldnok prijaty na EWAF 2025,
Vyskumny ¢lanok prijaty na ACL 2025,
Vyskumny ¢ldnok prijaty na NAACL 2025,
Opis projektu a tutoridlu pre Digital Methods
Summer School 2025 (priloha tejto
monitorovacej spravy)
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3. MS3 Modelovanie skodlivého obsahu a tvorba
auditovacich scendrov dokoncend (M18)

zé&verecnd, 0002

NV2, NV3, NV5

Milnik dosiahnuty Gplne

Preskimané metédy klasifikécie obsahu (textu),
metddy detekcie signdlov kredibility, metddy
predikcie interakcii pouzivatelov a metddy
modelovania socidlnych sieti. Model socidinych
médii bol nasadeny a verejne spristupneny.
PreskUmané a pouzité metddy spoluvytvdrania
auditorskych scendrov.

Nd&zov dokumentov:
D2.1 Metdédy modelovania skodlivého obsahu
(priloha tejto monitorovacej spravy),
D2.2 Model skodlivého obsahu,
3x vyskumny ¢lanok prijaty na EMNLP 2025 (link,
link, link),
Vyskumny Eldnok prijaty do ACM TIST

4. MS4 Zaverecny milnik (M23)

z&vere¢nd, 0002

NV1 - NV5

Milnik dosiahnuty Gplne

Bol pokryty cely rozsah projektu. Boli zrealizované
tri auditovacie studie a vykonané aktivity v
oblasti DCE a klastrovania.

Ndzov dokumentov:
D1.2 Zaverecnad sprava o realizdcii a vysledkoch
projektu (tfenfo dokument),
D3.1 Metddy spoluvytvdrania scendra auditu
(priloha tejto monitorovacej spravy),
D4.1 Metddy vykondvania a hodnotenia auditu
(priloha tejto monitorovacej spravy),

D5.3 Sprava o disemindcii, komunikdcii,
exploitdcie a klastrovania (priloha fejto
monitorovace;j spravy),
2x vyskumny ¢lanok prijaty na EACL 2026
(link, link),

Vyskumny Eldnok prijaty na CHI 2026,
Vyskumny Eldnok prijaty na UMAP 2026,
Oceneny vyskumny ¢ldnok prijaty na FAccT
2026,

Vyskumny Eldnok prijaty na 1S2 2026

1. MS1 Project initiation and early research results
(Mé)

interim, 0001

NVT1, NV2, NV5S

Milestone fully achieved

Established project management processes,
research on methods for classifying textual
content with a limited amount of labeled data,
reproducibility study of audits of personalization
factors on the TikTok social network.

Document titles:

D5.2 Dissemination, Communication, Exploitation
and Clustering Plan (annex of this monitoring
report),

Approval by Ethics committee of the Kempelen
institute of intelligent technologies (annex of this
monitoring report),

Research paper accepted at EMNLP 2024,
Research paper accepted at SIGIR 2025
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2. MS2 Midterm milestone (M11)

interim, 0001

NV1 -NVS

Milestone fully achieved

Analysis of stakeholder needs and use cases,
prototype of the research infrastructure,
developed and published description of a new
paradigm of model-driven algorithmic auditing,
first prototypes of methods for content
classification, data augmentation using large
language models, and prediction of user
interactions.

Document titles:

D1.1 Interim report on the implementation and
achievements of the project (annex of this
monitoring report),

D5.1 User needs and use cases (annex of this
monitoring report),

Risk list with identified mitigation techniques
(annex of this monitoring report),
Research paper accepted at EWAF 2025,
Research paper accepted at ACL 2025,
Research paper accepted at NAACL 2025,
Project and tutorial description for Digital
Methods Summer School 2025 (annex of this
monitoring report)

3. MS3 Harmful content model and scenario
creation finished (M18)

final, 0002

NV2, NV3, NV5

Milestone fully achieved

Content (text) classification methods, credibility
signals detection methods, social media
modelling and user interaction prediction

methods researched. Social media model
deployed and publicly shared. Audit scenario
co-creation methods researched and used.

Document titles:
D2.1 Harmful content modelling methods (annex
of this monitoring report),
D2.2 Harmful content model,
3x Research paper accepted at EMNLP 2025
(link, link, link),

Research paper accepted to ACM TIST

4. MS4 Final milestone (M23)

final, 0002

NV1-NVS

Milestone fully achieved

Whole scope of the project covered. 3 audit
studies conducted. DCE and clustering activities
delivered.

Document titles:

D1.2 Final report on the implementation and
achievements of the project (annex of this
monitoring report),

D3.1 Audit scenario co-creation methods (annex
of this monitoring report),

D4.1 Audit execution and evaluation methods
(annex of this monitoring report),

D5.3 Dissemination, communication, exploitation
and clustering report (annex of this monitoring
report),
2x Research paper accepted at EACL 2026 (link,
link)

Research paper accepted at CHI 2026,
Research paper accepted at UMAP 2026,
Award-winning research paper accepted at
FACCT 2026,

Research paper accepted at IS2 2026

3. Vystupy projektu

Struktura kapitoly pre projekty rozdelené na pracovné baliky

V tejto Casti sa uvadzajl informdcie o stave dosahovania vietkych vystupov projektu uvedenych v prilohe €. 2 ZoPPM, a to nasledovne:
Poradové &islo a ndzov vystupu: Uvadzaju sa samostatne vietky vystupy projektu v poradi, ako sU uvedené v prilohe ¢. 2 ZoPPM.

Typ a &islo monitorovacej spravy: Uvdadza sa typ ("priebeznd monitorovacia sprava" alebo "zdvere&nd monitorovacia sprava') a &islo tej monitorovacej spravy, ktord pokryva monitorovacie obdobie, v
ktorom bol vystup projektu Uplne dosiahnuty, inak toto pole zostdva prézdne.
Popis dosiahnutia vystupu: Popis sa uvadza iba v pripade, ak bol vystup projektu dosiahnuty (Uplne alebo &iastoéne) pocas aktudineho monitorovacieho obdobia, inak ostdva pole prazdne. Uvedie sa
struény popis, ako bol vystup projektu dosiahnuty a ndzov dokumentu, ktorym priimatel Uplne dosiahnutie vystupu projektu preukazuje. Priimatel zdroven uvddza, ¢ije dany dokument prilohou tejto
monitorovacej spravy alebo ZoP. V pripade, Ze je prilohou ZoP, je potrebné uviest typ a &islo ZoP, prilohou ktorej dany dokument je. Dokument preukazujici Upliné dosiahnutie vystupu musi obsahovat qj
splnenie poziadaviek na povinnd publicitu v zmysle VZP.V pripade, Ze vystup projektu nebol ku driu ukoncenia vecnejrealizécie projektu Uplne dosiahnuty, uvedie sa jeho stav ku driu ukoncenia vecnej
realizdcie, dévody jeho nedosiahnutia a v pripade, Ze sa jeho stav po ukoncéeni vecnej realizéicie zmenil, uvedie sa aj aktudiny stav ku driu vypracovania tejto monitorovacej spravy a dokument
preukazujuci aktudiny stav vystupu projektu (ak je stav vystupu projektu mozné preukdzat).

Dokumenty preukazujice Upiné dosiahnutie vystupu alebo aktudiny stav vystupu musia obsahovaf aj splnenie poziadaviek na povinnu publicitu v zmysle VZP.
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Poradové Cislo ndzov vystupu

Typ a cislo monitorovacej spravy

Ndzov pracovného balika/pracovnych balikov

Popis dosiahnutia vystupu

1. D1.1 Priebeznd sprdva o vykondvani a
dosiahnutych vysledkoch projektu (M11)

priebeznd, 0001

NV1

Vystup dosiahnuty Upine

Vystupom je predchddzajica priebeznd
monitorovacia spréava (0001) dokumentujica
stav vyskumnych a inovacnych aktivit na konci
mesiaca M11.

Nd&zov dokumentu: D1.1 Priebeznd
monitorovacia spréava
(priloha tejto monitorovacej spravy, zvereinené
na webe projekiu)

2.D1.2 Zavere¢nd sprava o realizdcii a vysledkoch
projektu (M23)

zd&verecnd, 0002

NV1

Vystup dosiahnuty Gpine

Vystupom je tato findlna monitorovacia sprava
(0002) dokumentujuca stav vyskumnych a
inovacnych aktivit na konci projektu.
(zvereinené na webe projektu)

3. D2.1 Metédy modelovania skodlivého obsahu
(M18)

z&verecnd, 0002

NV2

Vystup dosiahnuty Gpine

Vystup pozostdva z reportu dokumentujiceho
zvoleny pristup k vytvoreniu modelu socidinej
siete na zdklade dostupnych zdrojov Udajov.

Ndzov dokumentu: D2.1 Metédy modelovania
skodlivého obsahu
(priloha tejto monitorovacej spravy, zvereinené
na webe projekiu)

4.D2.2 Model skodlivého obsahu (M18)

z&verecnd, 0002

NV2

Vystup dosiahnuty Gpine

Vystupom je Github repozitar obsahujuci
zdrojovy kéd modelu socidinej siete a rozhranie
na vytvdranie populdcie pouzivatelov.

5. D3.1 Metédy spoluvytvdrania scendra auditu
(M23)

zévere¢nd, 0002

NV3

Vystup dosiahnuty Gpine

Vystup pozostava z reportu dokumentujuceho
metdédy a experimenty zamerané na odvodenie
a vyber auditovacich scendrov a z ndstroja na

spoluvytvdranie auditovaich scendrov, ktory
poskytuje pouzivatelské rozhranie a podporu pre
auditora.

Ndzov dokumentu: D3.1 Metddy
spoluvytvdrania scendra auditu
(priloha tejto monitorovacej spravy, zverejnené
na webe projekiu)

6. D4.1 Metédy vykondvania a hodnotenia auditu
(M23)

zé&vere¢nd, 0002

NV4

Vystup dosiahnuty Upine

Vystup pozostava z reportu dokumentujuceho
metdédy a experimenty zamerané na preklad,
vykondvanie a vyhodnocovanie auditorskych
scendrov a z ndstroja na vykondvanie auditov,
ktory poskytuje potrebné pouzivatelské rozhranie
a podporu pre auditora.

Ndzov dokumentu: D4.1 Metédy vykondvania a
hodnotenia auditu
(priloha tejto monitorovacej spravy, zverejnené
na webe projekiu)
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7.D5.1 Potreby pouzivatelov a pripady pouZzitia
(M11)

priebeznd, 0001

NV5

Vystup dosiahnuty Gpine

Vystup pozostdva z reportu dokumentujiceho
potreby stakeholderov a pripady pouzitia
ziskané analyzou DSA auditov socidlnych sieti,
kvalitativhou analyzou so stakeholdermi,
kvantitativnou analyzou reprodukovatelnosti
sUcasnej generdcie auditov a scriningom
auditovatelnosti socidlnych siefi.

Ndzov dokumentu: D5.1 Potreby pouzivatelov a
pripady pouzitia
(priloha tejto monitorovacej spravy, zverejnené
na webe projekiu)

8. D5.2 Plan disemindcie, komunikdcie, exploitacie
a klastrovania (Mé)

priebeznd, 0001

NV5

Vystup dosiahnuty Upine

Vystup pozostéva z reportu dokumentujiceho
pldn diseminacnych, komunikacnych,
exploitacnych a klustrovacich aktivit spolu s
identifikaciou stakeholderov a prikladmi
konkrétnych krokov k relizécii tychto akfivit.

Ndzov dokumentu: D5.2 Pléan disemindcie,
komunikdcie, exploitdcie a klastrovania
(priloha tejto monitorovacej spravy, zvereinené
na webe projekiu)

9.D5.3 Sprava o disemindcii, komunikécii,
exploitdcie a klastrovania (M23)

z&vere¢nd, 0002

NV5

Vystup dosiahnuty Opine

Vystup pozostava z reportu dokumentujuceho
pldn diseminacnych, komunikaénych,
exploatacnych a klastrovacich akfivit spolu s
identifik&ciou zainteresovanych stran a prikladmi
konkrétnych krokov smerujicich k realizécii
tychto aktivit.

Ndzov dokumentu: D5.3 Sprava o disemindcii,
komunikd&cii, exploitdcie a klastrovania
(priloha tejto monitorovacej spravy, zverejinené
na webe projekiu)

1. D1.1 Interim report on the implementation and
achievements of the project (M11)

interim, 0001

NV1

Output fully achieved

The output is the preceeding inferim monitoring
report (0001) documenting the status of research
and innovation activities at the end of Month 11.

Document fitle:
D1.1 Interim report on the implementation and
achievements of the project
(annex of this monitoring report, publicly
available at the project website)

2. D1.2 Final report on the implementation and
achievements of the project (M23)

final, 0002

NV1

Output fully achieved

The output is this final monitoring report (0002)
documenting the status of research and
innovation activities at the end of the project.
(publicly available at the project website)

3. D2.1 Harmful content modelling methods (M18)

final, 0002

NV2

Output fully achieved

The output consists of a report documenting the
undertaken approach on how a social media
model is created from the available data
sources.

Document title:
D2.1 Harmful content modelling methods
(annex of this monitoring report, publicly
available at the project website)
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4. D2.2 Harmful content model (M18)

final, 0002

NV2

Output fully achieved

The output consists of a Github repository.

containing the source code of the social media

model and provided interface for creating the
user population.

5. D3.1 Audit scenario co-creation methods (M23)

final, 0002

NV3

Output fully achieved

The output consists of a report documenting the
methods and experiments on audit scenario
derivation and selection; and the audit co-

creation fool providing the necessary user
interface and support for the auditor.

Document fitle:
D3.1 Audit scenario co-creation methods
(annex of this monitoring report, publicly
available at the project website)

6. D4.1 Audit execution and evaluation methods
(M23)

final, 0002

NV4

Output fully achieved

The output consists of a report documenting the
methods and experiments on audit scenario
franslation, execution and evaluation; and the
audit execution engine providing the necessary

user interface and support for the auditor.

Document fitle:
D4.1 Audit execution and evaluation methods
(annex of this monitoring report, publicly
available at the project website)

7.D5.1 User needs and use case (M11)

interim, 0001

NV5

Output fully achieved

The output consists of a report documenting
stakeholder needs and use cases, obtained
through the analysis of DSA audits of social
networks, qualitative analysis with stakeholders,
quantitative analysis of the reproducibility of the
current generation of audits, and a screening of
the auditability of social networks.

Document fitle:
D5.1 User Needs and Use Cases
(annex of this monitoring report, publicly
available at the project website)

8. D5.2 Dissemination, communication, exploitation
and clustering plan (Mé)

interim, 0001

NV5

Output fully achieved

The output consists of a report documenting the
plan for dissemination, communication,
exploitation, and clustering activities, along with
the identification of stakeholders and examples
of specific steps toward the implementation of
these activities.

Document fitle:
D5.2 Dissemination, Communication, Exploitation
and Clustering Plan
(annex of this monitoring report, publicly
available at the project website)

9. D5.3 Dissemination, communication, exploitation
and clustering report (M23)

final, 0002

NVS

Output fully achieved

The output consists of a report documenting the

plan for dissemination, communication,

exploitation, and clustering activities, along with

the identification of stakeholders and examples

of specific steps toward the implementation of
these activities.

Document title:
D5.3 Dissemination, communication, exploitation
and clustering report
(annex of this monitoring report, publicly
available at the project website)

4. IdentifikGcia problémov a prijaté opatrenia na ich odstrdnenie
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V tejto Casti prifmatel uvedie problémy, ktoré nastali pocas realizécie projektu v rdmci monitorovacieho obdobia a popise, akym spdsobom boli riesené. Vratane zdévodnenia odchylky skutoéného stavu
od pldnovaného. Priimatel uvedie aj pripadné zmeny v spdsobe, postupe a metodike realizécie projektu, ktoré nastali v porovnani s pldnovanymi v pévodnom Opise projektu (sucast ZoPPM), ktorymi
zabezpedil dosiahnutie stanovenych cielov a vystupov projektu.

Implementacia projektu Al-Auditology prebiehala bez zavaznych problémov a nedoslo k vyznamnym odchylkam od pévodnych cielov projektu ani od pracovného planu. Projektové aktivity
boli uspesne realizované podla planovanej metodolégie a vSetky hlavné vyskumné a vyvojové ciele boli naplnené.

Napriek tomu bolo potrebné pocas realizacie projektu priebezne reagovat na rychlo sa meniace prostredie umelej inteligencie, najméa na dynamicky vyvoj velkych jazykovych modelov (LLM), ako aj na
meniacu sa povahu platforiem socialnych médii a ich algoritmickych systémov. Tieto zmeny si vyziadali viaceré metodologické a technické Upravy s cielom zabezpecit, aby vysledky projektu zostali
relevantné, robustné a pouzitelné v tomto kontinualne meniacom sa prostredi.

Rozsirenie modelu Skodlivého obsahu na SirSi model socialnych sieti

Pévodny koncept projektu predpokladal vyvoj modelu $kodlivého obsahu (angl. harmful content model) ako kfu¢ového prvku podporujiceho odvodenie auditovacich scenarov. Pocas realizacie projektu
bol tento koncept roz$ireny smerom k SirSiemu modelu socialnych sieti (angl. social media model). RozSireny model poskytuje komplexnejsSiu reprezentaciu ekosystému socidlnych médii, ktora nezahrria
iba charakteristiky Skodlivého obsahu, ale aj charakteristiky pouzivatelov, ich zaujmy, spravanie a vzorce interakcii.

Toto rozSirenie umoznilo odvodenie a generovanie reprezentativnych populacii simulovanych pouzivatelov, ¢im podporilo realistickejsi a Skalovatelnej$i modelovo zaloZené algoritmické auditovanie.
Projekt sa tak posunul od izolovanej analyzy odportic¢ania $kodlivého obsahu smerom ku komplexnej$ej simulécii prostredia socialnych médii a interakcii medzi pouzivatelmi a algoritmami.

Neustale zmeny na platformach socialnych sieti a obmedzena dostupnost’ udajov

Vyznamnou praktickou vyzvou bola neustale sa meniaca povaha platforiem socidlnych sieti vratane zmien odporucacich algoritmov, pouzivatelskych rozhrani a mechanizmov interakcii $pecifickych pre
jednotlivé platformy. Replikacna studia (publikovana na konferencii ACM SIGIR 2025) realizovana v ramci projektu potvrdila, Ze takéto zmeny mézu vyrazne ovplyvnit reprodukovatelnost auditov a
vyzaduju priebeznl adaptéciu auditovacich postupov.

V désledku toho projekt kladol zvy$eny déraz na vyvoj robustnych automatizovanych agentov, monitorovacich mechanizmov a infrastruktiry na vykonavanie auditov podporujucej priebezny dohlad
¢loveka — auditora alebo vyskumnika (angl. human-in-the-loop). Tento pristup zabezpecil zachovanie spolahlivosti auditov aj napriek zmenam zavedenym auditovanymi platformami.

Dal$ou opakujticou sa vyzvou bola obmedzena dostupnost tdajov z platforiem socialnych médii, a to aj na vyskumné tcely. Tento problém pretrvaval napriek regulaénému vyvoju vratane povinnosti
zavedenych Aktom o digitalnych sluzbach (DSA), ktoré vyzaduju od velmi velkych online platforiem (VLOP), aby poskytovali vyskumnikom pristup k relevantnym Gdajom na ucely analyzy systémovych
rizik.

V ramci projektu bol aktivne rieSeny pristup k Gdajom TikToku prostrednictvom oficidlneho TikTok Research API. Pociato¢na ziadost bola dvakrat zamietnuta s oddvodnenim, Ze nasa organizacia KinlT
nebola povazovana za opravnenu akademicku alebo neziskovu instituciu. Po odvolani TikTok svoje rozhodnutie prehodnotil a pristup schvalil, avSak tento pristup bol obmedzeny na obmedzené
prostredie Virtual Compute Environment (VCE), o znizovalo flexibilitu spracovania a analyzy udajov.

Ako zmierfiujuca stratégia bola vyuzitd zasadna vyhoda externych algoritmickych auditov — ich nezavislost od auditovanej platformy. Namiesto vyhradného spoliehania sa na pristup k udajom
poskytovanym platformami vyvinuta auditovacia infrastruktdra priamo zhromazdovala relevantné pozorovania poc¢as vykonavania auditov prostrednictvom simulovanych pouzivatefov.

Tento pristup umoznil projektu nezavisle skumat spravanie algoritmov a poskytol komplementarne dokazy k moznostiam pristupu k idajom poskytovanym platformami.

Reflektovanie vyznamu algoritmického auditovania v kontexte Aktu o digitalnych sluzbach

Pocas realizacie projektu vyznamne ovplyvnilo $ir§i kontext vyskumu prijatie a prakticka implementacia Aktu o digitalnych sluzbach (DSA). Projekt identifikoval algoritmické auditovanie ako vyznamny
doplnkovy pristup na hodnotenie suladu velmi velkych online platforiem (VLOP) s povinnostami podla DSA suvisiacimi s algoritmickymi systémami, transparentnostou, odporuc¢acimi systémami,
ochranou maloletych a systémovymi rizikami (v rdmci vyskumnej prace publikovanej na konferencii ACM CHI 2026).

Toto zistenie dalej ovplyvnilo smerovanie projektu a posilnilo zameranie na vyvoj Skalovatelnych a reprodukovatelnych metodoldgii algoritmického auditovania, ktoré mézu podporovat regulatorov,
vyskumnikov a dalSie nezavislé zainteresované strany.

Celkovo tieto Upravy predstavuju evoltciu projektovej metodologie v reakcii na externy vyvoj, nie odchylky od pévodnych ciefov projektu. Posilnili relevantnost a vyuzitelnost vysledkov
projektu a prispeli k etablovaniu modelovo zaloZzeného algoritmického auditovania ako praktického pristupu na hodnotenie systémov socialnych médii vyuzivajacich umelu inteligenciu.




The implementation of the Al-Auditology project proceeded without major problems, and no significant deviations from the original project objectives or work plan occurred. The project
activities were successfully carried out according to the planned methodology, and all key research and development goals were addressed.

Nevertheless, the project implementation had to continuously reflect the rapidly evolving landscape of artificial intelligence, particularly the rapid progress in large language models (LLMs), as well as the
dynamic nature of social media platforms and their algorithmic systems. These developments required several methodological and technical adaptations to ensure that the project outcomes remained
relevant, robust, and applicable in the changing environment.

Extension from harmful content model towards a broader social media model

The original project concept envisioned the development of a harmful content model as a core element supporting the derivation of audit scenarios. During the project implementation, this concept was
extended towards a broader social media model. The extended model provides a more comprehensive representation of the social media ecosystem, including not only harmful content characteristics but
also user characteristics, interests, behaviours, and interaction patterns. This extension enabled the inference and generation of representative populations of simulated users, supporting more realistic
and scalable model-based algorithmic auditing. Consequently, the project moved beyond isolated analysis of harmful content recommendation towards a more holistic simulation of social media
environments and user-algorithm interactions.

Continuous changes on social media platforms and limited data availability

A significant practical challenge was the continuously changing nature of social media platforms, including changes in recommendation algorithms, user interfaces, and platform-specific interaction
mechanisms. The replication study (published at ACM SIGIR 2025 conference) conducted within the project confirmed that such changes can substantially influence audit reproducibility and require
continuous adaptation of audit methodologies. As a result, the project placed increased emphasis on developing robust automated agents, monitoring mechanisms, and execution infrastructure
supporting continuous oversight by a human auditor or researcher (human-in-the-loop approach). This ensured that audits remained reliable despite changes introduced by audited platforms.

Another recurring challenge was the limited availability of data from social media platforms, even for research purposes. This issue persisted despite regulatory developments, including obligations
introduced by the Digital Services Act (DSA), which require Very Large Online Platforms (VLOPSs) to provide researchers with access to relevant data for systemic risk analysis. Within the project, access
to TikTok data through the official TikTok Research APl was pursued. Initially, the request was rejected twice, with the justification that the KInIT organisation was not considered an eligible academic or
non-profit institution. Following an appeal, TikTok revised its decision and granted access; however, this access was limited to a restricted Virtual Compute Environment (VCE), which constrained
flexibility in data processing and analysis.

As a mitigation strategy, the project leveraged the fundamental advantage of external algorithmic audits: their independence from the audited platform. Instead of relying exclusively on platform-provided
data access, the developed auditing infrastructure directly collected relevant observations during audit execution through simulated users. This approach allowed the project to investigate algorithmic
behaviour independently and provided complementary evidence to platform-provided data access options.

Recognition of the role of algorithmic auditing in the context of the Digital Services Act

During project implementation, the adoption and practical implementation of the Digital Services Act significantly influenced the broader context in which the research was conducted. The project identified
algorithmic auditing as a powerful complementary approach for assessing compliance of VLOPs with DSA obligations related to algorithmic systems, transparency, recommender systems, protection of
minors, and systemic risks (within a research paper published at ACM CHI 2026 conference). This insight further shaped the project's research direction and strengthened the focus on developing
scalable, reproducible, and technically grounded auditing methodologies that can support regulators, researchers, and other independent stakeholders.

Overall, these adaptations represent an evolution of the project methodology in response to external developments rather than deviations from the original objectives. They strengthened
the relevance and applicability of the project outcomes and contributed to establishing model-based algorithmic auditing as a practical approach for evaluating Al-driven social media systems.

5. Zhodnotenie naplnenia ciela projekiu

V tejto Casti sa uvdadza, akym spdsobom bol dosiahnuty ciel projeku. Priimatel sumarizuje zrealizovany projekt, zhodnoti prinos projektu v predkladanej téme a zhodnoti vysledky, ktoré sa realizdciou
projektu podarilo dosiahnut. Popise dopady projektu, uz dosiahnuté i ocakdavané (spolu s casovym horizontom, kedy sa dosiahnutie budicich dopadov ocakdva), a dalsie innosti, ktoré budu na projekt
nadvdazovat (vyuZitie vystupov, pokracovanie vo vyskume a pod.).




Pocas realizacie projektu boli uspesne dosiahnuté vSetky vedecké, technické a diseminacné ciele vratane vSetkych vopred definovanych klié¢ovych ukazovatelov vykonnosti (KPI), pricom
nedoslo k vyznamnym odchylkam od ciefov projektu. Projekt uspesne naplnil svoju celkovi ambiciu: skumat a overit nové techniky modelovo zaloZzeného algoritmického auditovania Al algoritmov
socialnych médii a ich tendencii zosilfiovat’ Skodlivy obsah, ¢im umoznil vznik novej generacie auditov, ktoré su reprezentativnejSie, medzi-platformové, longitudinalne a reprodukovatelné.

Hlavnym vedeckym prinosom projektu Al-Auditology je zavedenie a validacia novej paradigmy k modelovo zalozenému algoritmickému auditu. Na rozdiel od predchadzajucich auditovacich pristupov,
ktoré sa typicky spoliehali na obmedzeny pocet manualne vytvorenych sockpuppet Gétov a vopred definované pravidla interakcie, vyvinuty pristup kombinuje model socialnych sieti, generovanie
reprezentativnych pouzivatel'skych populacii, abstraktné auditovacie scenare, predikciu pouzivatelskych interakcii, automatizované ozna¢ovanie obsahu a skalovatelnu infradtruktiru na vykonavanie
auditov. Tento pristup umoznuje audity, ktoré lepSie odrazaju komplexnost realnych ekosystémov socialnych médii a umozniuju systematické skimanie spravania algoritmov vo velkom rozsahu.

Realizovatelnost a vyznam vyvinutého pristupu boli demonstrované prostrednictvom troch algoritmickych auditovacich $tudii realizovanych po€as projektu.

Stadia 1: Replikécia algoritmickych auditov TikToku

Prva replika¢na $tudia (publikovana na konferencii ACM SIGIR 2025, https://dl.acm.org/doi/abs/10.1145/3726302.3730293) systematicky zhodnotila predchadzajlce auditovacie aktivity a vyhodnotila ich
reprodukovatelnost a asovu stabilitu. Stdia ukazala, ze mnohé predchadzajlice zistenia tykajlice sa dynamiky odpori&ania obsahu a vystavenia pouzivatelov obsahu je naroéné reprodukovat, a to aj
pri €o najpresnejSom dodrzani pévodnych experimentalnych navrhov.

Analyza identifikovala viacero zakladnych pri€in vratane nedostatoénych metodologickych opisov, absencie verejne dostupnych implementacii a predovsetkym vysoko dynamickej povahy odporuc¢acich
systémov. Algoritmy socialnych médii sa neustale vyvijaju, prispdsobuju sa meniacim sa ekosystémom obsahu a st ovplyviiované kontextovymi faktormi, ktoré je naroéné Uplne kontrolovat, napriklad
popularitou obsahu alebo zmenami na urovni platformy.

Tieto zistenia spochybriuju predpoklad, Ze jednorazové algoritmické audity mézu poskytovat' spolahlivé dlhodobé dokazy o systémovych rizikach. Najma v regulacnom kontexte, kde su
reprodukovatelnost a priebezné monitorovanie nevyhnutné, predstavujt rychlo sa meniace Al systémy pohyblivy ciel. Studia preto motivovala vyvoj systematickejsich a kontinualnych pristupov k
algoritmickému auditovaniu.

Tato Studia zaroven poskytla zaklad pre modelovo zaloZeny auditovaci pristup projektu Al-Auditology (https:/proceedings.mir.press/v294/srba25a.html). Prostrednictvom modelovania pouZivatelov,
obsahu a interakcii v prostredi socialnych médii vyvinuty pristup riesi viaceré obmedzenia predchadzajicich auditov vratane obmedzenej reprezentativnosti, umelych vzorcov interakcie a nedostato¢nej
Skalovatelnosti. Vysledky zaroven zdéraznuju vyznam kontinualnych rdmcov algoritmického auditovania.

Stadia 2: Algoritmicky audit personalizacie pri polarizujtcich témach na TikToku
Druh4 $tadia (publikovana na konferencii UMAP 2026, https://dl.acm.org/doi/full/10.1145/3774935.3806161) demonstrovala vyuZitie spolutvorby auditovacich scenarov a modelovo zalozeného auditu na
analyzu dynamiky personalizacie pri polarizujtcich témach na TikToku.

Boli vytvorené syntetické pouzivatelské ucty, ktoré boli vystavené kontrolovanym sekvenciam obsahu reprezentujuceho podporné a protichodné postoje k vybranym polarizujucim témam vratane
klimatickej zmeny, vakcin, konspiragnych tedrii o plochej Zemi a politiky v USA. Interakcie pouzivatelov boli simulované na zaklade definovanych zaujmov a detegovanej relevantnosti obsahu vratane
¢asu sledovania, oznadeni ,paci sa mi*, uloZzenia obsahu a preskocenia.

Audit identifikoval tri odli$né typy personaliza¢ného driftu:

- Drift zosuladeny s preferenciami (angl. preference-aligned drift) — ukazal, Ze TikTok vyrazne prispdsobuje odporu¢ania pociatoénym zaujmom pouzivatelov.

- Drift smerom k polarizujucej téme (angl. polarisation-topic drift) — poukazal na rozdielnu dynamiku v zavislosti od skimanej témy vratane silnejSich posilfiujicich efektov pri niektorych témach a
neutralizacnych efektov pri témach suvisiacich s dezinformaciami.

- Drift smerom k polarizaénému postoju (angl. polarisation-stance drift) — ukazal, Ze odport¢ania mézu posilfiovat’ existujuce postoje pouzivatelov tym, Ze ich prednostne vystavuju obsahu
zodpovedajucemu ich stanovisku.

Tieto vysledky demonétruju, ako moze algoritmické auditovanie prekrogit ramec anekdotickych pozorovani a poskytovat systematické merania spravania odporigacich systémov. Studia poukazuje na
potenciélne rizika suvisiace s rychlym zosilfiovanim pociatoénych preferencii, vytvaranim homogénnych informacénych prostredi a moznym zneuzitim odpori€acich mechanizmov aktérmi snaziacimi sa
manipulovat informacéné prostredie pouzivatelov.

Stadia 3: Algoritmicky audit poskytovania reklamy maloletym pouzivatefom na TikToku
Tretia $tudia (publikovana na konferencii ACM FAccT 2026 a ocenena cenou Best Paper Award, https://dl.acm.org/doi/abs/10.1145/3805689.3812355) sa zamerala na audit stladu mechanizmov
zobrazovania reklamy na TikToku s ¢lankom 28(2) Aktu o digitalnych sluzbach (DSA), ktory zakazuje profilovanie maloletych pouzivatefov v reklamnych systémoch.

Studia vyuzila kontrolované sockpuppet agenty simulujice maloletych a dospelych pouZivatelov s identickymi zaujmami vo viacerych tematickych kategériach vratane krasy, fitness, hier a politiky.
Zhromazdeny obsah bol automaticky analyzovany a klasifikovany do kategérii formalnych reklam, oznageného propagaéného obsahu, neozna¢eného komeréného obsahu a nekomeréného obsahu.
Staudia zarove merala mieru personalizacie medzi pouzivatelskymi zaujmami a dorugenym obsahom.

Vysledky odhalili komplexnu regulaénu situaciu. Vysledky auditu ukazali, Ze TikTok sa riadi formalnou interpretaciou ¢lanku 28(2) DSA tym, Ze obmedzuje profilovanie pri formalnych (platenych)
reklamach. Vyznamné personaliza¢né efekty vSak boli pozorované pri oznacéenom aj neozna¢enom propaga¢nom obsahu, najma pri influencer marketingu a komerénom obsahu, ktory nie je explicitne
oznaceny ako reklama.

Najsilnejsie profilovacie efekty boli pozorované pri neoznacenom komerénom obsahu, kde tvorcovia alebo znacky nezverejnili propagacny zamer a platforma nezabranila personalizovanému
zobrazovaniu tohto obsahu maloletym pouzivatelom. Tieto zistenia odhaluji vyznamnu regulaéni medzeru: funkéne ekvivalentny komerény obsah méze obchadzat' existujucu ochranu v dosledku
obmedzeni sucasnej Uzkej definicie reklamy pouZivanej v legislative DSA.

Téato Studia demonstruje prakticki hodnotu algoritmického auditu pri hodnoteni nielen formalneho suladu, ale aj redlneho spravania systémov vyuzivajdcich umeld inteligenciu. Poskytuje konkrétne
dokazy pre zlepSenie regulacnych definicii, mechanizmov presadzovania pravidiel a technickych auditovacich pristupov.

Vysledky $tudie boli okrem samotnej vedeckej publikacie komunikované aj prostrednictvom dvojstranového dokumentu (priloha tejto zavere¢nej monitorovacej spravy), ktory bol distribuovany Sirokému
spektru zainteresovanych stran vratane predstavitefov jednotky Europskej komisie pre implementaciu DSA, slovenského narodného koordinatora DSA (Rady pre medialne sluzby) a predstavitefov
samotného TikToku.

Technické a vyskumné infrastruktarne vysledky

Okrem jednotlivych auditovacich $tudii projekt priniesol komplexnu softvérovi a metodologicku infrastruktiru umozriujucu budice rozsiahle algoritmické audity. Vyvinuty ekosystém zahfiia:
1) model socialnych sieti reprezentujuci pouzivatefov, obsah a interakcie;

2) metody na generovanie reprezentativnych pouzivatelskych populacii;

3) mechanizmy tvorby a spolutvorby abstraktnych auditovacich scenarov;

4) Control Panel podporujuci vyskumnikov pri navrhu, konfiguracii a monitorovani auditov;

5) automatizovanych pouzivatelskych agentov pre TikTok a YouTube Shorts;

6) Skalovatelny engine na vykonavanie auditov zaloZzeny na izolovanych prostrediach a orchestracii auditovacich skriptov;
7) prediktory pouzivatel'skych interakcii kombinujtice analyzu obsahu a modelovanie spravania;

8) mechanizmy monitorovania, zberu Udajov a zabezpecenia reprodukovatelnosti.

Téato infrastruktira umozriuje od platformy nezavislé, opakovatelné a rozsiritelné audity a poskytuje zaklad pre buduci vyskum aj praktické auditovacie aktivity.



https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293
https://dl.acm.org/doi/abs/10.1145/3726302.3730293

Vedecky, spolocensky a regulaény dopad
Projekt Al-Auditology vytvoril vyznamny vedecky a spolocensky dopad.

Projekt viedol k vzniku 15 vedeckych publikacii vratane 7 publikacii na prestiznych konferenciach kategorie A* (ACL, EMNLP, SIGIR a CHI) a jedného €lanku v Q1 ¢asopise (ACM Transactions
on Intelligent Systems and Technology). Napriek relativne kratkemu ¢asu od publikovania tieto publikacie ziskali uz 171 citacii (podfa Google Scholar, jin 2026), ¢o demonstruje rychle prijatie vedeckou
komunitou.

Dopad projektu bol posilneny silnym pristupom otvorenej vedy. VSetky publikacie boli spristupnené prostrednictvom volne dostupnych preprintov, pricom relevantné datasety a zdrojové kédy boli
publikované prostrednictvom repozitarov Zenodo a GitHub s ciefom podporit reprodukovatelnost a ich opatovné vyuzitie.

Vyznamnym uznanim vedeckej kvality projektu bolo ziskanie ocenenia Best Paper Award na ACM FAccT 2026 za studiu o reklame a profilovani maloletych na TikToku.

Projektovy tim sa zuc¢astnil 33 akademickych a networkingovych podujati vratane medzinarodnych konferencii, regulacne-zameranych podujati a workshopov so stakeholdermi. Mimoriadnym
uspechom bolo pozvanie prezentovat' vysledky projektu na Al Impact Summit 2026, globalnom podujati venovanom spolo¢enskym dopadom umelej inteligencie.

Vysledky projektu boli priamo komunikované klu¢ovym stakeholderom vratane predstavitefov Europskej komisie, European Centre for Algorithmic Transparency (ECAT), Joint Research Centre
(JRC), Rady Eurépy, narodnych regulatorov, predstavitelov $tatnej spravy a namestnika generalneho tajomnika OSN a osobitného vyslanca pre digitalne a vznikajuce technoldgie.

Projekt zaroven prispel k regulaénym diskusiam. Publikacia prijata na konferenciu ACM CHI 2026 (https://dl.acm.org/doi/full/10.1145/3772318.3791774) analyzovala suc¢asnu prax auditov podla DSA
a navrhla algoritmicky audit ako doplnkovy pristup na zlepSenie technického hodnotenia stladu VLOP. Ocenena $tudia ACM FAccT 2026 o profilovani maloletych poskytla konkrétne dokazy a Styri
regulacéné odportcania na posilnenie implementacie ¢lanku 28 DSA. Projekt dalej prispel k regulacnym diskusiam prostrednictvom podujati ako ECREA Communication Law and Policy Workshop a
spolupracou na regulaénom dokumente (angl. policy brief) s Center for Environmental and Technology Ethics — Prague (CETE-P).

Projekt dosiahol Siroky dosah medzi verejnostou prostrednictvom 84 prispevkov na socialnych siet’ach, ktoré ziskali viac ako 59 000 organickych zobrazeni, a prostrednictvom 28 medialnych
vystupov vratane rozhovorov, podcastov, newsletterov a ¢lankov. Pokrytie v medzinarodnych médiach vratane Siiddeutsche Zeitung potvrdzuje SirSiu spolocensku relevanciu vysledkov projektu.

Tim Al-Auditology sa zaroveri aktivne zapéjal do klastrovacich aktivit s d'al$imi projektmi financovanymi EU, najma vera.ai, Al-CODE a CEDMO. Okrem Gg&asti na networkingovych podujatiach
(napriklad konferencie EU Disinfo 2024 a 2025, https:/kinit.sk/disinfo-2025-conference-two-problems-one-solution-algorithmic-auditing/) je vyznamnym vysledkom spoluprace prehladovy ¢lanok A
Survey on Automatic Credibility Assessment Using Textual Credibility Signals publikovany v ¢asopise ACM TIST (https://dl.acm.org/doi/full/10.1145/3770077), na ktorom projekt spolupracoval s
vyskumnikmi a novinarmi z projektov Horizon Europe vera.ai a AI-CODE.

Projekt Al-Auditology zarovern prispel k vzdelavacim aktivitam. Okrem popularizacie vedy prostrednictvom réznych foriem verejnych vystipeni (napr. rozhovory a podcasty) tim podporoval
Studentov strednej Skoly DELTA — Stfedni skola informatiky a ekonomie v Pardubiciach pocas ich staze v KInIT v septembri 2025 a nasledne aj pri priprave ich maturitnej prace. S touto pracou ziskali
1. miesto v regionalnom kole SOC, najprestiznejsej stredokolskej vedeckej sutaze v Ceskej republike, a postipili do narodného finale, kde ziskali druhé miesto ( https://kinit.sk/how-students-help-us-
audit-social-media-recommendation-algorithms/).

Buduce aktivity a udrzatefnost’
Projekt Al-Auditology poskytuje pevny zaklad pre pokracovanie vyskumu a vyuzivanie vysledkov aj po skonceni projektu. Vyvinuté metodiky, infrastruktura a datasety budu dalej vyuzivané v
nadvézujlcich aktivitich zameranych na algoritmické auditovanie, monitorovanie digitalnych platforiem, dezinformécii, online Skodlivych javov a budovanie odolnosti demokratickych procesov.

Uz pocas implementéacie projektu bolo pripravenych viacero nadvazujucich projektovych navrhov vyuzivajucich hlavné vyuzitelné vysledky projektu:

1) CEDMO 3.0 (Digital Europe Programme) — rozsirenie aktivit stredoeuropskeho EDMO hubu o algoritmické auditovanie platforiem sociélnych sieti pocas volieb v strednej Eurépe. Navrh bol uz
vyhodnoteny a vybrany na financovanie s planovanym zaciatkom v novembri 2026.

2) Projektové navrhy zamerané na online polarizaciu a radikalizaciu — vyuzivajuce metodiky algoritmického auditovania na skimanie mechanizmov $irenia Skodlivého obsahu a systémovych rizik.

3) Navrhy v rdmci programu Horizon Europe zamerané na demokraticku integritu a klimatické dezinformacie — rozsirujuce vyvinuty modelovo zaloZeny auditovaci pristup na dalSie spolocenské vyzvy.

Paralelne bude projektovy tim pokracovat v spolupraci s akademickymi partnermi, regulatormi, organizaciami obcianskej spolo¢nosti a platformami socialnych médii. Dolezita bude aj pokracujica
priama komunikécia so zastupcami TikToku, ktori prejavili zaujem o vysledky projektu suvisiace s personalizovanym poskytovanim obsahu a ochranou maloletych.

Dosiahnuté vysledky preukazuju, Ze projekt Al-Auditology dokazal etablovat’ algoritmické auditovanie ako prakticku a Skalovatelnii metodolégiu na hodnotenie systémov socialnych médii
vyuzivajucich umelu inteligenciu. Vysledky projektu predstavuju vedecky prinos aj prakticky zéklad pre budice nezavislé hodnotenie algoritmickych rizik a podporuju vytvaranie transparentnejsich,
zodpovednejSich a déveryhodnejsich digitalnych platforiem.
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During the project implementation, all scientific, technical and dissemination objectives were successfully achieved, including all predefined key performance indicators (KPIs), while no
major deviations from the project objectives occurred. The project successfully delivered its overall ambition: to research and validate novel techniques for model-based algorithmic auditing of social
media Al algorithms and their tendencies to amplify harmful content, enabling a new generation of audits that are more representative, cross-platform, longitudinal, and reproducible.

The main scientific contribution of the Al-Auditology project is the introduction and validation of a novel model-based algorithmic auditing paradigm. In contrast to previous auditing approaches that
typically rely on a limited number of manually designed sock-puppet accounts and predefined interaction rules, the developed approach combines a social media model, representative user population
generation, abstract audit scenarios, user interaction prediction, automated content labelling, and scalable audit execution infrastructure. This enables audits that better reflect the complexity of real-world
social media ecosystems and allows systematic investigation of algorithmic behaviour at scale.

The feasibility and impact of the developed approach were demonstrated through three high-impact algorithmic audit studies conducted during the project.

Study 1: Revisiting Algorithmic Audits of TikTok

The first study (published at ACM SIGIR 2025, https://dl.acm.org/doi/abs/10.1145/3726302.3730293) systematically revisited previous auditing efforts and evaluated their reproducibility and temporal
stability. The study demonstrated that many previously reported findings regarding recommendation dynamics and content exposure are difficult to reproduce, even when following the original
experimental designs as closely as possible.

The analysis identified several underlying reasons, including insufficient methodological descriptions, lack of publicly available implementations, and, most importantly, the highly dynamic nature of
recommender systems. Social media algorithms continuously evolve, adapt to changing content ecosystems, and are influenced by contextual factors that are difficult to fully control, such as content
popularity or platform-level changes.

These findings challenge the assumption that one-off algorithmic audits can provide reliable long-term evidence about systemic risks. Especially in the regulatory domain, where reproducibility and
continuous monitoring are essential, rapidly changing Al systems represent a moving target. The study therefore motivated the development of more systematic and continuous auditing approaches.

Importantly, this study provided the foundation for the Al-Auditology model-based auditing paradigm (https://proceedings.mlr.press/v294/srba25a.html). By modelling users, content and interactions within
a social media environment, the developed approach addresses several limitations of previous audits, including limited representativeness, artificial interaction patterns, and insufficient scalability. The
findings also highlight the importance of continuous algorithmic auditing frameworks.

Study 2: Algorithmic Audit of Personalisation in Polarising Topics on TikTok
The second study (published at UMAP 2026, https://dl.acm.org/doi/full/10.1145/3774935.3806161) demonstrated the application of audit scenario co-creation and model-based auditing for analysing
personalisation dynamics in polarising topics on TikTok.

Synthetic user accounts were created and exposed to controlled sequences of content representing supporting and opposing positions on selected polarising topics, including climate change, vaccines,
flat-earth conspiracy theories, and US politics. User interactions were simulated according to predefined interests and detected content relevance, including watch time, likes, bookmarks and skips.

The audit revealed three distinct types of personalisation drift:

- Preference-aligned drift, demonstrating that TikTok strongly adapts recommendations towards users’ initial interests.

- Polarisation-topic drift, showing different dynamics depending on the investigated topic, including stronger reinforcement effects for some topics and neutralisation effects for misinformation-related
topics.

- Polarisation-stance drift, demonstrating that recommendations may reinforce users’ existing positions by preferentially exposing them to content aligned with their stance.

These results demonstrate how algorithmic auditing can move beyond anecdotal observations and provide systematic measurements of recommendation system behaviour. The study highlights potential
risks related to rapid amplification of initial preferences, creation of homogeneous information environments, and possible exploitation of recommendation mechanisms by malicious actors attempting to
manipulate users’ information exposure.

Study 3: Algorithmic Audit of Advertisement Delivery to Minors on TikTok
The third study (published at ACM FAccT 2026 and awarded the Best Paper Award, https://dl.acm.org/doi/abs/10.1145/3805689.3812355) focused on auditing compliance of TikTok’s advertising
delivery mechanisms with Article 28(2) of the Digital Services Act (DSA), which prohibits profiling-based advertising targeted at minors.

The study employed controlled sock-puppet agents simulating minor and adult users with identical interests across several categories, including beauty, fithess, gaming and politics. The collected content
was automatically analysed and classified into formal advertisements, disclosed promotional content, undisclosed commercial content, and non-commercial content. The study further measured the
degree of personalisation between user interests and delivered content.

The results revealed a complex regulatory situation. TikTok appears to comply with the formal interpretation of DSA Article 28(2) by limiting profiling-based targeting in formal (paid) advertisements.
However, significant personalisation effects were observed in disclosed and undisclosed promotional content, especially influencer marketing and commercial content not explicitly labelled as advertising.

The strongest profiling effects were observed in undisclosed commercial content, where creators or brands failed to disclose promotional intent and the platform did not prevent personalised delivery to
minors. These findings reveal an important regulatory gap: functionally equivalent commercial content may bypass protections due to limitations in the current narrow definition of advertising adopted in
DSA legislation.

This study demonstrates the practical value of algorithmic auditing for evaluating not only formal compliance but also the real-world behaviour of Al-powered systems. It provides concrete evidence for
improving regulatory definitions, enforcement mechanisms, and technical auditing approaches. The outcomes of the study were dissemination besides the research paper itself also by means of two-
pager (Appendix of this report) which were distributed to a wide range stakeholders, including representatives from EC DSA implementation unit, Slovak national DSA Coordinator (Council of Media
Services), as well as representatives from the TikTok itself.

Technical and research infrastructure outcomes

Beyond individual audit studies, the project delivered a comprehensive software and methodological infrastructure enabling future large-scale algorithmic audits. The researched and developed
ecosystem includes:

1) a social media model representing users, content and interactions;

The infrastructure enables platform-independent, repeatable and extensible audits and provides a foundation for future research and operational auditing activities.
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Scientific, societal and policy impact
The Al-Auditology project generated significant scientific and societal impact.

The project resulted in 15 scientific publications, including 7 publications at flagship A* conferences (including ACL, EMNLP, SIGIR and CHI) and one article in a Q1 journal (ACM Transactions on
Intelligent Systems and Technology). Despite the relatively short period since publication, these results have already received 171 citations (Google Scholar, June 2026), demonstrating rapid adoption by
the scientific community.

The project's impact was strengthened by a strong open science approach. All publications were made available through open-access preprints, while relevant datasets and source code were published
through Zenodo and GitHub repositories to support reproducibility and reuse.

A notable recognition of the project's scientific quality was the Best Paper Award at ACM FAccT 2026 for the study on advertising and minor profiling on TikTok.

The project team participated in 33 academic and networking events, including international conferences, policy events and stakeholder workshops. A particular highlight was the invitation to present
project results at the Al Impact Summit 2026, a global event focused on the societal impact of artificial intelligence.

Project outcomes were directly communicated to key stakeholders, including representatives of the European Commission, European Centre for Algorithmic Transparency (ECAT), Joint Research
Centre (JRC), Council of Europe, national regulators, state representatives, and the United Nations Under-Secretary-General and Special Envoy for Digital and Emerging Technologies.

The project also contributed to policy and regulatory discussions. The paper published at ACM CHI 2026 (https://dl.acm.org/doi/full/10.1145/3772318.3791774) analysed current DSA audit practices
and proposed algorithmic auditing as a complementary approach for improving technical assessment of VLOP compliance. The ACM FAccT 2026 award-winning study on minor profiling provided
concrete evidence and four policy recommendations for strengthening DSA Article 28 implementation. Furthermore, the project contributed to policy discussions through events such as the ECREA
Communication Law and Policy Workshop and through cooperation on a policy brief with the Center for Environmental and Technology Ethics — Prague (CETE-P).

The project achieved broad public outreach through 84 social media posts generating more than 59,000 organic impressions and 28 media outputs, including interviews, podcasts, newsletters and
articles. Coverage by international media, including Stiddeutsche Zeitung, demonstrates the broader societal relevance of the project results.

The Al-Auditology team also participated in diverse clustering activities with other EU-funded projects, especially vera.ai, AI-CODE, and CEDMO. Besides a participation at networking events (such
as EU Disinfo 2024 and 2025 conferences, https:/kinit.sk/disinfo-2025-conference-two-problems-one-solution-algorithmic-auditing/), a notable mention is a survey paper entitled A Survey on Automatic
Credibility Assessment Using Textual Credibility Signals (published in ACM TIST journal, https://dl.acm.org/doi/full/10.1145/3770077), on which we cooperated with researchers and journalists from
Horizon Europe vera.ai and AI-CODE projects.

The Al-Auditology project also contributed to educational activities. Besides science popularisation (by means of various types of public appearances, such as interviews, podcasts), we supervised
high-school students from the DELTA Secondary School of Informatics and Economics in Pardubice, Czech Republic, during their internship in KInIT in September 2025, and later also during their high
school graduation thesis, with which they won the regional round of SOC, which is the most prestigious high school scientific competition in the Czech Republic, and advanced to the national finals in
which we achieved a second place (https:/kinit.sk/how-students-help-us-audit-social-media-recommendation-algorithms/).

Future activities and sustainability
The Al-Auditology project provides a strong foundation for continued research and exploitation beyond the project duration. The developed methodologies, infrastructure and datasets will be
further utilized in follow-up activities focusing on algorithmic auditing, digital platform accountability, disinformation, online harms and democratic resilience.

Several follow-up project proposals have already been prepared, exploiting the project's key exploitable results:

1) CEDMO 3.0 (Digital Europe Programme) — extending digital media observatory activities with algorithmic auditing of social media platforms during elections in Central Europe. The proposal has
already been evaluated and selected for funding, with the planned start in November 2026.

2) Project proposals addressing online polarisation and radicalisation — applying algorithmic auditing methodologies to investigate harmful content propagation mechanisms and systemic risks.

3) Horizon Europe proposals focused on democratic integrity and climate-related disinformation — extending the developed model-based auditing approach to additional societal challenges.

In parallel, the project team will continue collaboration with academic partners, regulators, civil society organisations and social media platforms. In particular, direct communication with TikTok
representatives will continue, following their expressed interest in the project findings related to personalised content delivery and protection of minors.

Achieved results demonstrate that Al-Auditology established algorithmic auditing as a practical and scalable methodology for evaluating Al-powered social media systems. The project results
provide both a scientific contribution and a practical foundation for future independent assessment of algorithmic risks, supporting more transparent, accountable and trustworthy digital platforms.

6. Prilohy

V tejto Casti sa uvadzaju prilohy, ktorymi priimatel preukazuje skutocnosti uvedené v Castiach 2 a 3.
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